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AuditPro is a system for software and license management

With AuditPro you can easily monitor and i mplement th
management, IT administrators, economists, and PC users to ensure that that all legal

regulations, | icense requirements, and company guidelines are observed. AuditPro minimises

the costs of acquisition and operation of IT resources. AuditPro also maximises the use of

resources and enables effective planning and optimisation of funds.

With AuditPro, act ive network management is a pleasure.

AuditPro detects and registers software and hardware on individual computers.

It does not matter whether 10 or 10,000 PCs are connected to the network. AuditPro is fully

scalable and respects the special characteristi cs of both small and large companies with many
interconnected localities.

In the course of the audit no data files are copied from the computer hard drives, leaving

sensitive data secure and avoiding any disruption to your usual security measures.

How does AuditPro work?

A small utility deployed on all computers obtains information from the program file header

(product name, version, producer, and others) where software publishers have recorded it. The

utility transfers this data to the AuditPro server module with which the network administrator

works, and where such data is compared with the software library. The result can represent a

list of installed software and/or a list of installed hardware, and detailed information on users -
it all depends on  what information the auditor wants.

An integral part of the AuditPro system is the inventory facility that provides the ability
to record information from purchase documents for individual licenses as well as for other

agreements. This enhances ones abili ty to secure an accurate and well -organised central
inventory.

An AuditPro - assisted software audit may be repeated at any time. The system is able to

compare data recorded from individual audits and inform the network administrator of any
differences, inc orrect user behaviour, hardware equipment changes, etc.

Integrated modul e, 6Per f or man alewsMmemoifotloa thé yse to which individual
computers are put and to simplify the decision -making process with regards the timing of
hardware andsoftw ar e upgrades or valid reasons for userso6 re

Theadd -on modul e O6Asset Manhag®theenmentéry capability of AuditPro by
incorporating an easily and fully user -defined inventory for any category of asset (from
buildings to pencils). T he hierarchy of asset arrangement as well as the ability to assign any
asset to multiple users simultaneously are tempting ways to extend the use of the system.
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1.1. FEATURES OF AUDITPRO

Full Coverage, Maximum Automation and Simplification of Software Audit Processes:

Small installation package (3 MB), demo installation within 15 minutes
Microsoft technology (DCOM/WMI/ODBC/OLEDB/ASP/AD)

3-tier component architecture, scalability

Intuitive standard user interface, multiple operations

Products library  online updates

Easy administration

More ways to communicate with client (Logon script, DCOM, TCP/IP, SMTP/POP3)
Two methods of detecting software (File Version information/CRC)
Two methods of detecting hardware (WMI/WinAPI)

Suitable for multi - platform netw orks

Auditing data files (AVI, MP3, MPEG, JPEG, GIF, etc.)

Audit helpers (Registry entries, MSI entries, Desktop shortcuts)
Passports provided

MS Network/IP discovery, imports from Active Directory

Visualization

Easy and clearly arranged records of softwar e, licenses, acquisition documents, and data
about computers and users

Audit history, files history, templates

Web interface

Hierarchical reports, central planning

MS Office integration

Backward compatibility (database data, client data)

Customizable, open  system

Maximum process automation

I ntegrated fAAsset Management o Modul e
Integrated APerformance Monitoringodo Modul e
I ntegrated fABarcodeso Modul e
I ntegrated ASMS Connectoro modul e
Technology:
From the beginning the use of standard methods, tools, and technologies has been the primary

philosophy of AuditPro. AuditPro provides reports and reliably operates in ways compatible with
standard system services. If one service fails another can replace it.

AuditPro - System for Active License Management
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1.2. USER INTERFACE ANDC ONTROL

The administrative console (AUDITPRO.EXE) performs nearly all operations in AuditPro. Its user
interface is similar to that of Windows Explorer. The main window contains a standard menu,
toolbar, status bar, and multi -document graphic interface (MDI). The main menu for AuditPro
admi nistration is in the toolbar. Computers, Users, Records, and Products are arranged
hierarchically in tree structures.

Inserting, editing and deleting items (from the toolbar, from Menu/Edit, or directly by

means of the INSERT, ENTER, and DELETE keys)
Save/ Print of the current window content (from the toolbar or Menu/File)
Column sorting by string, numbers, and date (by clicking on headers)
Quick moving and assigning items - (Drag & Drop)
Entry searching (from Menu/Edit/Search or directly by means of CTRL+F key combination)
Window content refreshing (F5 key or from Menu/Edit/Reload)
Expanding tree structures (* key or from Menu/ Edit/
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1.3. ARCHITECTURE

AuditPro is designed on the principle of three -tier component archit  ecture:
DATA layer is formed with the database module Microsoft SQL Server 7.0/2000/2005
or MSDE (Microsoft SQL Server Desktop Engine) 7.0/2000/2005 /2008 .

APPLICATION  (business) layer is represented by the component file located on Audit
Server (AUDITSRV.EXE) and by the AuditPro Client (SCAN.EXE).

GUI layer is represented by the administrative console (AUDITPRO.EXE) providing the
environment for system administration a nd the registration section.

Data Layer

Three-Layer

data System
L B2 _/ Architecture

Database Server

Operation

< Data Collection

|! g app.server
AppEcatio;l Server
| i) 5
GUI Layer Audited
Conputers
AR
Control 25
Console Auditing
Tool
Modules

77,

/2008
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1.4. PROCESSES IN AUDITPR O

Audit The number of audited computers up to a specified date
Repeating software audit mechanism
Scanning (Data Scanning of individual computers
collection) Server/console communication  with clients (according to the selected type
of data collection)
Software Import data from individual computers into the database,
detection A database processing (computer data vs. library)
Records Current records of computers, users, licences, medias, documents
Generation of specific lists, instructive protocols
I T accessory records in the AAsset manas
Bar code entries in the ABarcoded modul
Monitoring Continuous computer monitoring oper@mtid
the AComputer Usage MonitorfAd modul e
System Addition/subtraction of computers/users
administration Product library expansion
System option selection
Item adjustment according to requirements (indicators)
Reporting Creation of hierarchical reports for m ultiple audited items (Locations)
Export of results to external files
Generation of reports and final reports

AuditPro - System for Active License Management
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1.5. EXE MODULES AND THEI R FUNCTIONALITY

Administrative Console

The administrative console (AUDITPRO.EXE) maintains AuditPro. You can add items, show
reports etc. It can be deployed on many computers (for administrators or operators).
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Server Components

AuditPro - Server (AUDITSRV.EXE) imports scanned data into a database where it is
subsequently recognised. The AuditPro - Server operation can be continuous; AuditPro can then
perform some automatic processes (detection of network computers, etc. ).

—
B AuditPro Server

Server Mastaveni Okno Mapovéda

AuditPro server spustén

Current news

4 I

Sta.. Process Dura.. Last
ﬂ AuditPro Server 1 06:0.. 12.05.2011 10:01:26
ﬂ Loading SCH file 06:0.. 12.05.2011 10:01:39
" Loading MON file 00:0... 04.05.2011 10:56:52
& Update products
ﬂ Recognize products 197:.. 04.03.2011 10:57:032
& Sms Import 1
& Sms Import 2
& Motifications
& Backup database
I

AuditPro server can run as a service. There are 2 more EXE files to enable the service running
on one server as services (AuditPro Server 2 and AuditPro Server 3).

To enable better performance for other database applications there can be enabled/disabled
week hours for AuditPro server operations.

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww
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AuditPro Client
A client utility deployed on computers to be scanned (SCAN.EXE). The utility's functions are:

Scanning files on the hard drives and reading file headers (publisher , hame, version,
language, file name, size, path, and description)

Reading registry entries and Windows Installer information

Detecting operating systems (type, version, and service pack), logical drives (free space and
serial numbers), and names of logged users and domains

Detecting hardware (processordés type and frequency,
hard drives and graphic/sound/network adapters)

Displaying user forms for users to see and complete

(& AuditPro M=
2]

Auditing falder:
‘E:'\.&uditF‘rDH

Mumber of files: Dhuration; 00:00: 01

s AuditPro Esi

1.6. INDIVIDUAL ROLES

When AuditPro is auditing, there are three process participants:

MANAGER - Represents the company as the legal entity in the audit process. He/she is usually
the companybs statutory representative. Reports (stat
value for the manager.

ADMINISTRATOR - Audits software; administers the product library, groups of users and
computers; system settings; acquisition document records. Automation and maximum

simplification of work are the main benefits of AuditPro for administrators.

USER - Audit Pro is structured so that the user is minimally burdened by running activities.

During the course of the audit he/she can be asked to fill in additional information in electronic
questionnaires (missing and/or unused software, other requests, telephone num ber, office
number, etc.).

records

Acquisition

purchase N

installation acquisition

- uninstallation
Retirement
Operati¢n
_—> inspection

AuditPro - System for Active License Management
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1.7. TECHNOLOGY

Database engine Microsoft SQL server 7.0/2000/2005

Oracle 8.1 and higher - data storage
DCOM! - an element of the three

71

/2008 , MSDE 7.0/2000/2005 /2008 or

-tier architecture

WMI? - access to remote computers and obtaining of data about the system and hardware

Active Directory

- importing information about computers and users

OleDB - a new interface for access to databases providing extended functionality

Standard User Interface (G

UI®) - based on Windows Explorer, where basic elements

(computers, users and software) are displayed in tree structures making them easily

accessible.
Integration with Microsoft Office applications

- export reports to the standard formats of MS

Access (MDB ) and MS Excel (XLS); generating documents with MS Word (RTF, DOC, and

HTM)

1.8. VERSION HISTORY AND COMPATIB

Data structure

ILITY

AuditPro from version 2.3 up is fully compatible with the new versions. When installing new

versions, smooth migration of the datab

Client

ase to the newer version is possible.

All data from the workstations (SCN files) are compatible from version 2.1 up, however it is
recommended always to use the latest version and build of AuditPro.

1.9. SYSTEM REQUIREMENTS

Hardware Parameters \
Computer IBM-PC type

Processor Pentium 200 MHz, Intel x86 compatible

Operation Memory 256 MB RAM

VGA 800 x 600 and higher

Operating Systems

Hard Drive 200 MB of free hard disk space
Microsoft Windows 98
Microsoft Windows NT 4.0 SP6a

Microsoft Windows 2000, XP, Server 2003

/2008 , Vista

Database Systems

Microsoft SQL Server 2005
Microsoft SQL Server
Oracle 8.1 and higher, Oracle Express edition

/2008
express 2005 /2008

Others

Internet Explorer 6
WMI Support (for Windows

.0 and higher
versions below Windows 2000)

Recommended Configuration of Servers Auditing More Than 100 PCs

x32 processor (2core)2

! DCOM - Distributed Component Object Model
2 WMI - Windows Management Instrumentation
% GUI - Graphic User Interface

GHz; 2 GBRAM; 10GB v o |

n®ho m2sta na di

AuditPro - System for Active License Management
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Microsoft Windows XPa vy@@¢géporul eno Windows7/ 2008 server)
SQL 2008 R2 express

Recommended Configuration of Servers Auditing More Than 1000 PCs

x64 processor (4core) 2 GHz; 8 GB RAM; 10 0O GB voln®ho m2sta na disku
Microsoft Server 200 8 R2
Microsoft SQL Server 200 8 R2

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww
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Insert the installation disk supplied into your CD -ROM drive and launch the installation file. The
file will automatically direct you through the required steps. If you have not installed the

database support (SQL server or Oracle) you will be asked to ins tall MSDE. AuditPro will then be
installed. To view the context help during installation, press F1. The installation CD includes

both the Czech and English versions. Visit the home page at www.auditpro.biz  for more
information on new versions.

2.1. AUDITING LOCAL COMPU TER

Click on the AComputerso button in the tool bar.
Find the icon representing your own computer (including its potential location in a domain;
to open the domain tree, click onmin)tnthe opgémtwindomar k n e

Installing the Client

Click on the icon of your computer with the right m
Leave all default settings in the displayed dialog
Note: This is not a typical client installati on; only the components of the scanning utility are
copied and registered on the remote computer. This procedure allows the administrator to run
this wutility on the remote computer without necessar.i
computer.

Scanning Local Computer

Click on the icon of your computer with the right m

The icon of your computer will turn into a AScannin
being collected from the computer selected.

As soon as the data is collected, the green arrow will turn into previous state.

Data recognition

Once scanning has finished the data files are automatically imported into a database and
subsequently recognised. The recognition process can be seen in the status bar o r directly in
the AuditPro Server.

Results

After recognition the results can be displayed by cli
required results (Products, Suites, Computers, etc. ). Note: Data is recognised automatically

when more data has bee  n scanned. Recognition can be repeated at any time (Main Menu:

fiTool s/ Recogni se Scanned Datao).

HINT: Multiple operations can be performed by selecting more items (computers,
domains, etc.) and performing operations (for example by clicking on them with the
right mouse button).

Note: If you want to import computer names that are not part of the MS Windows
net wor k, click in the fiComputerso window with
iAddoO. Then select the Al P Discover 0 windol, aland c
computers found will be displayed automatically. You can add them to the
AComputerso window audited by clicking on AOKO.

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww
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2.2. AUDITING REMOTE COMP UTERS

Press the I NSERT button in the AComputerso window.

If you are in a network of Microsoft Windows computers, go to the Al mport
tab; otherwise go to the Al P Discovero tab. Press
Choose the remote computer (or the group of computers) you want to audit and select
Ailnstal]l Scand with the right mouse button.

Leavealldefau 't settings in the displayed dialog unchang

ATTENTION! To use this method to install the client on remote computers you need domain
administrator rights. If this cannot be guaranteed, it will be necessary to use a different method
to install the client (for example, from the computer logon script).

HINT: To check the audit process in your network, o
results of all the AuditPro operations are displayed.

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww
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Computer A AuditPro -Console (Administrative Console) GUI Layer
Computer B Database Engine (MSDE/SQL) Data Layer
Computer C AuditPro - Server Application Layer

AuditPro -Server and Data Structure

Begin with Computer C and launch the basic installation of AuditPro. If users never log on to

this computer (Computer C), install AuditPro

-Server as the NT service (see the Installer).

As soon as it is installed as an NT service, the server can be operated only as an NT service. To
return to normal operation, you must unregister it and register again (AUDITSRV.EXE
/Unregserver, AUDITSRV.EXE /Regserver).

When launching AuditPro for
the AData Structure Locationo fi

the first time after installation input the name of Computer B in

d in the

SQL/MSDE is present on the computer, and Computer B is visible on Computer C).

Administrati

ve Console

I n Computer Bbés settings of t
structure (we recommend using integrated logins).

Launch the basic installation of AuditPro on Computer A.

name of Comput ecrt uB ei nL otchaet ifiohadt aw i htdrouw .

Il nput the
Il nput the

name of Computer C

SQL serve

the AAudi

The next window will warn you that the AuditPro database already exists. Click NO.

It is necessary to configure access rights to:

The components (DCOM) of

The database (on the SQL server, we recommend creating a user connected with the NT
login and using integrated logins).

Server Configuration

Create share \\PC_SERVER\ AuditPro \SCN\ to the \Program Files \ AuditPro \SCN\ folder on
Computer C and enter this path into Options/Modules/SCN Files Folder. Configure full

access.

If necessary configure DCOM for AuditPro Server components.

Running AuditServer as NT service

If AuditServer is configured to run as NT Service,
user (instead of default SYSTEM account).

recommend

Note:

i Modu

|l e Al

r, add use

t Pro

AuditPro -Server (the DCOMCNFG.EXE configuration); and

Serve

change AL«
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4. SCANNING COMPUTERS

Computers are scanned with a client utility (SCAN.EXE). When this utility is launched the hard

drive, registry entries, hardware, and other syste m services will be scanned and information will
be recorded in a temporary file (in the TEMP folder). After that the file will be packed,

encrypted, and stored under the name of COMPUTER_NAME.SCN in the same folder where
SCAN.EXE is located. Scanning takes average 3 -15 minutes depending on the number of files
scanned and scanning priority. SCN file size is from 30 KB to 1 MB, average 100 KB (Windows

XP + Office). Processor utilization is approx. 40 % on Pentium 100 and 5% on Pentium 500
MHz. Scan.exe alloca tes approx. 5 MB of RAM memory.

After the data is added it is necessary to place the file in the Program Files \ AuditPro \ SCN folder
(when data is collected by DCOM, files are moved by the persistence mechanism; when data is
collected by logon script, it is necessary to share SCN folder with the other computers; when

data is collected from computers that are not connected to network, it is necessary to copy all

the SCN filestothe  \SCN\ folder manually). All SCN files located in the folder are imported

autom atically into the AuditPro database.

Before scanning is started we recommend changing the scanning settings according to current

needs (see Options/Scanning and Definitions/User Forms).

4.1. SCANNING TYPES

Principle Installed Type of File Sending
locally communication transfer files (SMTP,
FTP)
Diskette Manual launch No - Diskette Possible
Logon - Launch through BAT Possible Client -> Server Shared folder Possible
script during user login
Registry Recorded in the Possible Client -> Server Shared folder Possible
(Run registry - Autorun
section)
DCOM Remote control, YES Server -> Client DCOM Possible
commands through protocol
DCOM
TCP/IP Remote control, Possible Server -> Client TCP/IP port Possible
commands using

port
Type Advantages Disadvantages Online Offline NT
scheduler scheduler service

Diskette For offline computers Phys. presence NO Possible NO
Logon - Minimum amount of Domain NO Possible NO
script administration required membership
Registry Minimum amount of Manual installation NO Possible NO
(Run administration  required,
section) logon -script not

necessary
DCOM Remote launch, without Limited to NT+, Possible Possible Possible

resident client, DComcnfg,

Interactive/Launching, administrator auth.

Several (IPX..) protocols necessary,

Locally installed

AuditPro - System for Active License Management
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TCP/IP Option of using 2 port Resident client Possible Possible Possible
(for Firewalls)
Administrator rights not
necessary control).

AuditPro offers several method of configuring client suitable for various platforms and networks.

Each method executes scanning differently and communicates with console/server using specific
technology. All methods can be combined across computer network (e. g. we recommend for
Windows 9x TCP/IP remote control. Fro Windows NT and higher is suitable to use DCOM remote

4.2. INSTALLING THE CLIEN T

In order to audit computers, it is necessary to load SCAN.EXE into memory and run scanning.

Local installation of the client is not necessary because scan.exe can be launched by i.e. login -
script from network folder. However, when using client remote control, local installation is

necessary.For installation process we recommend to use AuditPro console:

1
k‘ : - | advanced

1 "

@ Metwork scan r;lj

@ Automatic necwork discovery and scan [.].]_TI'
Salect computers

Cliant sattings

Manitoring Activa Directory
Damain: LDAP:/ /DC=tx3k.DC=cz hangs
Found computers: 105 Sha
Last: 08.04.2011 09:41:58

stallatien and schadul

IP Discovery
Addrasses: 192.168.1.0 / 255.255.255.0 hangs
Found computers: 47 Show
Last: 06.04.2011 14:56:23

AuditPro - System for Active License Management
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In principle, installation using the console is as follows:
For remote installation it is necessary to have access rights to the remote computer

(Domain Admin).

1. During installation, commands are executed using PSEXEC:
"C:\Program Files \AuditPro \FILES\PSEXEC.EXE" \\ COMPUTERNAME -c -f"C: \Program

Files\ AuditPro \ SCN\SCAN.EXE" /R
This installation does not require direct access to the files of the remote computer
(\\COMPUTERNAME\ C$)

2. Installation using WMI is as follows:
The SCAN.EXE and SCAN.INI files will be copied using path

\\COMPUTERNAME\ C$\ AUDITPRO
Then, using WMI technology SCAN.EXE /R or SCAN.EXE /TCP:777 will be launched remotely
(according to the type of remote control selected)

3. Installation using Scheduled Tasks is as follows
The SCAN.EXE and SCAN.INI files will be copied using path

\\COMPUTERNAME\ C$\ AUDITPRO

Then, using AScheduled Taskso service the |l aunch of
will be scheduled on the remote computer (according to the type of remote control
selected)

4. Installation using Logon script occurs when user logs on to domain, see below.
Alternative client installation or scanning

Alternatively, manual installation or the entire process of data collection can be completed
using commands in example sc ript file: Program Files  \ AuditPro \ SCN\ Scan_ReadMe.txt

AuditPro - System for Active License Management
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4.3. CONFIGURING THE CLIE NT

The scanning settings are read from the SCAN.INI file that is placed in the same folder as

SCAN.EXE. Its default values are:This file is general (equivalent to AOptions/ Scanningh)
functions as a unified setting during data collection using logon -script. When using remote

control, independent, | ocal I NI files are created (eq
for individual computers. Each time da ta collection is initiated the INI file from the

AUDITPRO\INI \ computername.INI is loaded (if it does not exist, then the general SCAN.INI is

|l oaded) and is sent to the clientbés application, wher
SCAN.INI and will use this setting for data collection. INI files on individual computers can also

be updated on demand (in the context menu in the ACon
application always loads the SCAN.INI file during launch and is located in the same file (with the

exception of launch using the /INI: parameter linking to the file path AUDITPRO \ INI with

individual INI files labelled according to the names of the computers).

-1

* _ simple | advanced

In this step it is possible to adjust client behawviour on user computers
and what data required for audit will be scanned. Recommended
configuration is preset.

Select computers
P Scan:

Hardware
2 Shortcuts
Programs in registry
SllZls S Sndlle= [¥] windows Installer programs

Hotfixes
Files on disks

USB, CO/DWD, network disks

Pru:-grams E] Data E]

E EXE - Aplikace || ME3 - Zwvuk ve formatu -
E COM - Aplikace systému b || MP2 - Zvuk ve formatu
|#| DLL - Rozgifeni aplikace B AT - Videoklip
|Z OCXK - Ovladaci preek Acti B MPG - Filmowy klip =
4| WA - Souber ve farm3
B WMWY - Seuber ve forma
[ WA - Fvulc ve formatu
B MOV - Film QuickTime
& 3GP - Zvuk/video ZGPF
)| ASF - Souborwe format
MKW - MEY File -

Coe ) e
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The list of Scan.exe command line parameters and the descript ion of the scan.ini file is in the
appendices.

AuditPro - System for Active License Management
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4.4, MANUAL SCANNING

Computers that are not connected to a network can be audited by launching the scanning utility

from a diskette and pressing the fAStarto button.
(SCN) into the database (for example, from the AuditPro Server menu or simply by copying the

file into the \SCN\ folder).

4.5. SCANNING WITH LOGON SCRIPT

A Logon script is a BATch  -file, which is stored (usually) on the domain server and which is
executed when us er is logging on to the domain.
This method of scanning is suitable for the following situations:

Data is collected on Windows 95/98 platforms where DCOM is not recommended.

It is not certain whether computers are turned on at a specific time, (logon script is the
most convenient method when waiting for computers to be switched on).

Procedure:
Create file named NETLOGON.BAT e.g. client installation or scanning (see. examples below)

and copy itintothe  \\server\netlogon folder.
Logon script example for scanning:

\'\ server \scn\ scan.exe /V /S /DO /B

Logon script example for installing resident client (suitable for Windows 9x with
TCP/IP remote control):

if exist C: \ AuditPro \ Scan.exe goto EXIT

MD C:\ AuditPro

COFY \\ SERVERNAMESCN Scan.exe C: \ AuditPro

COPY\\ SERVERNAMESCN Scan.ini C: \ AuditPro

C:\ AuditPro \ SCAN.EXE /TCP:777 /H /A

EXIT

Ensure that all users have read access to this file

Create share to Program Files  \ AuditPro \SCN\ folder (containing AuditPro Client (SCAN.EXE)
and the SCAN.INI file additional settings) to be shared with all the computers from which
you want to collect data. Set permissions to READ and WRITE.

Now, when the user first logs into the network (only the first login - see the /DO
parameter) , data will be collected from his/her computer, and the final file, named
computer_name.scn, will be saved in the \SCN\ folder. The file will subsequently be
added to a database and recognised depending on the scheduler settings.

For Windows 9x werecommen d change scanning settings fAWait

file item WaitForStart=120)

AuditPro - System for Active License Management
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4.6. DISTRIBUTE AUDITPRO CLIENT (SCAN.MSI) US ING DOMAIN GROUP POL ICY

Basic AuditPro installation contain a MSI package which is suitable to distribute with group
policy.

Default installation parameters for SCAN.EXE are /SERVICE /XP2 which are stored inside the
MSI package. To change it use:

ORCA msi editor from Microsoft SDK (available also on
www.auditpro.cz/download/Orca.msi), table Property, line PARAM
using command  line: msiexec /i Scan.msi /gb PARAM="/service /XP2"

The default installation target folder is Program Files/AuditPro. It is also possible to copy
scanning (and monitoring) settings (SCAN.INI file) to target folder during installation. To
perform it locate  the SCAN.INI file to the same shared folder as SCAN.MSI.

Note: to manual uninstall AuditPro Scan use following command: msiexec /x {57F523DA -0DOD -
478D -A1E8-2BDE43044675} /gb

4.7. CLIENT REMOTE CONTRO L USING DCOM

This method works only on Windows NT and higher and you need domain administrator rights
or DCOM configured additionally. It is also necessary to install the utility on every computer.

This Ainstallationd involves copying the SCAN. EXE
the fil ebs ¢SCANEXE/®NTheentire process is automatic (visiting remote

computers personally is not necessary) being controlled through the administrative console (the
AComputers/ Context Menu/lnstall Scano window).
Network Type and DCOM configuration

Domain based networks (This is the most frequent case) enables domain administrators to use
DCOM without additional configuring (Except Windows XP SP2, see appendix).

Workgroup (peer to peer) networks also enable DCOM. It is necessary to share one local
administrator & password across all computers.

4.8. CLIENT REMOTE CONTRO L USING TCP/IP

This is probably the most efficient method to collect data because no special TCP port and
services enabling is necessary. Computers are accessed through IP address and specified port
(777 d efault) .

How to install on Windows NT/2000/XP [Vistal7

Select the computers, which will be controlled using TCP/IP.

Select Alnstall Scanfi and mark TCP/I1P in the open
Press AOK#

How to install on Windows 9x:

Copy SCAN.EXE to the hard disk of the comp uters, which will be controlled using TCP/IP and
launch SCAN.EXE /H /TCP:777 /A on each computer

Select these computers in the AuditPro program and in the context menu change:
iProperties.../ Scanning Typel/ TCP/ 1 PO

Note.: older Windows 95 require the install ation of support for Winsock 2. See:
http://www.microsoft.com/windows95/downloads/contents/wuadmintools/s_wunetworkingtools
/w95s0 ckets2/default.asp
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1-port TCP/IP communication

Default TCP/IP communication is implemented to send messages to client on the 777 (default)
port. The replies come back on random port (from 1000 -4000). For more information see
Windows TCP/IP implementation guide.

2 -port TCP/IP communication

On networks protected by firewalls, AuditPro allows for TCP/IP communication using 2 dedicated
ports (Options/Scanning/Port 2). By selecting this option communication to the client uses port
777 (default) and communicatio n from the client uses port 778 (default 777 + 1).

AuditPro - System for Active License Management
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4.9. SCANNING ON DOS/WIND

DOS/Windows 3.x
UNIX/LINUX
in the Audi tPro\FILES\Scan.gz archive.

Note:
created according to

4.10. SCHEDULER FOR SCANNI NG

AuditPro implements 3 types of schedulers facilitate and automat

Online scheduler

It is possible to schedule sequence of actions (Wake

OWS 3.X AND UNIX/LIN

_/{/23

UX PLATFORMS

- launch AuditPro \SCN\SCAN16.EXE.
- launch SCAN (with the parameter of the audited folder; default root) located

In both cases, information from file headers is missing. Decisive files can be
names, sizes, and paths to files.

e the process of scanning.

-On-LAN, Install, Scanning, Import,

Uninstall, Shutdown) which will be performed at specified date or time or periodically. The

direction of communication is Au ditServer
(TCP/IP).
‘1 .
W

-> Client and the type of scanning can be combined

simple I advance

AuditPro console will contact user computers online and execute

installation or data scan.

Operations:
Q online using console (now)

online schaduler

other (GPO, USB, Logon script)

Client installation

VWML  Folder: C:\AuditPro\

Monitoring

V| Scheduled tasks

PSEXEC
4 Order: WMl

Gaenerate Unique Identifier

Restore Unique Identifier
V| Resident

Run (registry) Username:
© NT Service Agministrator
| Client remote control

DCcom

9 TCP/IP Port: 777

after installation by offiine scheduler

WakeOnLan
Install
Scanning
Transfer data
Uninseall
Shutdown

Hidden

Scheduled tasks

Agdditional

Password:

V| Interactive (on desktop)

Port 2

Back ‘ Finish \ Cancel
AuditPro - System for Active License Management
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Offline scheduler

It is possible to configure stand alone client which performs scanning on offline computers
depending on settings (suitable for note books or for firewall protected computers). The direction
of communication is Client -> AuditServer . The configuration of the offline scheduler is stored
into SCAN.INI file, section [Scheduler]. After scanning the SCN file is stored into shared folder
(cli ent waits for online status) or sending email message using SMTP protocol. For offline
scheduler resident client is necessary.
Install procedure:
Set interval and other parameters -AOptions/ Schedul er/ Offline schedu
[Scheduler]
Install res ident client on remote computers
o Resident Run (Registry) : SCAN.EXE /A or from
0 as NT service: SCAN.EXE /SERVICE or from Audit
Choose the type of communication
0 Shared folder - SCN and MON files will  be stored into output folder

AiOptions/ Scanning/ Outputodo or SCAN. I NI: Output -
o Email - SCN and MON files will be sent by email using SMTP protocol -
fiOptions/ Schedul er/ SMTPO or SCAN. | NI : [ SMTP]

Logon Script Scheduler

It is possible to define in advance when s canned data (.SCN files in the AuditPro \SCN\ folder)
will be saved to the database and recognized. Setting such a schedule is useful for data scans
by Logon script, when the amount of data grows in the AuditPro \SCN\ folder.

When the user logs in to the ne twork, the scan utility (SCAN.EXE /B /DO /V) is started by the
logon script. If a data scan was performed at the last login, there are already data in the

AuditPro \ SCN\ folder (hame_computer.SCN) and a new data scan will not be performed until
the fileis saved to the database (=scanned data import).

4.11. DATA COLLECTIONON P  OCKET PC PLATFORMS

The Program Files \AuditPro \FILES\ folder contains an application for scanning of Pocket PC
(PDA) platforms for Windows CE, Windows Mobile (the PScan_ARM.exe and PScan_x86.exe
files). The applications can be used in a manner similar to Windows. The data scanned contains,
among other things, file headers.
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4.12. IDENTIFYING COMPUTER S

Every computer network represents a dynamic system. Since computer names are constantly
m odified, hardware components changed, and operating systems reinstalled, it is difficult to
identify each computer reliably and uniformly. In AuditPro computers (like all other entities) are

added to the TComputer table with the primary key COMPUTER_ID tha tis referred to when
operations are performed in AuditPro ( i.e. when users and/or licenses are assigned to
computers). It is absolutely necessary to keep links between COMPUTER_ID (thus, between all
related data) and the particular computer when the compu ter name has been modified,
hardware changed, the system reinstalled, etc.
AuditPro provides four options for identifying computers:

1. Computer Name - the computer name is an identical (and invariable) value

2. Unigue Number - at the time of installation, a uni gue number will be generated and

added to the registry. Whenever data is collected, this number will serve as an
unambiguous identification of the specific computer (see the parameter /1 of SCAN.EXE)

3. MAC address - the number of the network adapter; and

4, IDE hard drivebds serthke hambdedriveds number i s an
invariable) value.

If an identifier different from the computer name (ldentifiers 2, 3, or 4) has been set and has

not been detected when the data was collected ( ie. theMACaddres s or | DE hard driwv
number has not been detected, or the unique identifier has not been generated in the course of

installation), the computer name will be used as the identifier value until the identifier is

detected.
Procedure for Changing the | dentifier Type
Options/Computers/Change Type - you will be asked whether the new setting should be used

on all computers. If so, appropriate values will be searched in collected data and will be
recorded in place of the former data.
Procedure for Changing the Identifier Value (i.e. changing network adapters/hard

drives)

Example: Substitution of a network adapter (with a new one or switching adapters between two
computers).
If the network adapters of two computers have been switched, it is necessary to change

both identifier values (in the Computer Properties window).
I f the network adapter has been replaced with a new
address in thddeGamputear//Val ueo fi el d.
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4.13. ADDING USERS

Click on the AUserso button on the tool bar.
Press the I NSERT key or the menu flnserto command. Th
add individual entries manually; however, we recommend using the automatic search fo r users
clicking on the following tabs:
Import from NT Accounts. This applies to a network with a Windows NT 4.0 server. Enter
the name of the NT server where user accounts are
t he Al mport o button i s pressed, t he names wi ||
subsequently to groups.
Impo rt from Active Directory. This applies to a network with a Windows 2000 server.

Enter the path to the Active Directory container that contains the user objects (for
exampl e, LDAP:// CN=Users, DC=TXN) Diomat heé fAet dyeot

using i €.0

Af ter pressing the Al mporto button, i nformation
If the user entries (first name, surname, and email) are not imported correctly, it will be

necessary to change the definitions according to current Active Directory Sc hema (the

fiDefiniti on-sAD UserDefihitiom).

4.14. USER FORMS

Forms can be used to ask users for additional information concerning computer audits when

data is being collected. Forms and their entries can be defined in the Definitions/User Forms

window. These definitions are stored in the configuration file SCAN.INI. Data collected from user

forms can be edited and/or deleted in the Results/User Forms window.

If user data is distinguished by a mutual relation, ( i.e. a computer has been assigned to a user

or a hardware component is a part of a specific computer) you can record such relations in

Audi t Pro. I n AMenu/ Tool s/ Process Form Dataodo, AuditPro
Assign computers to users (if the content of one entry is stored in the TComput er table and

the content of another entry is stored in the TUser table); and
Assign hardware components to computers (if the content of one entry is stored in the
TComputer table and the content of another entry is stored in the TDevice table).

o

Auditing Folder: ﬂ
Detecting hardware. .. - ..
Hardware
MHurmnber of files:
b odel: ||
JﬁAUdltPru- Parameters: |
Senal Mumber: |

Type: | j
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5. RESULTS

5.1. TYPES OF RESULTS

Results can be classified using following criteria:
By collected data type (files, registry entries, Windows Installer entries, detected hardware,

OS information, recognised software, user forms data etc.)
By audit date (history)
By subject (Summary/individual)

5.2. TYPES OF VIEWS

AuditPro Console contains over 50 predefined result sets. It provides comfortable views with
subsequent user interface (detail views, drag & drop, saving, printing, find support ).

#% Avatrro

Dashboard Network strecture Software Setings  Assets

i 1;' s View Period Goeographical filter
apert type 2 v ate Data view ke sulocted domain
S & Prodacts - <Cuirene> - et sulected -
AwtitFro digent o
Saftware Frodet Found Pabdishes * | Computer Doewasn Umnse asvigned  Found
cor fulcw oce ¢ oo T oter ¢ e Fiow oncer fokae e e
AET Framewerk 3.0x 7 Micrsack Corporatien | > - Conpeters )
Jova{T™) 2 Platiorm Standend Bde S S Micrzaystema, Dac 1 B roraxxe sLTEL °
Eoternat Explocer £.x 3 Micrsask Corparation B nesss RWE °
W ACrebat Resder 9.0 4 Adebe Hyvtems, Inc
R Soveright 4.x 4 Micrssok Corporation
G NetMesting 3. 3  Micreack Corpoestion
- Bl Ovtlesh Exaruss & 3w & Corporaty
| 3w Carpasation
Hardware B M5N Massesper 4.x 3 Micrsaok Coporatien
W Windows Movie Maker 2.x 3 Micrsack Corporation
Neeitorien Bl NET Framemeck 2x 3 Micrsaok Corposation
v Qb Ofce Excel 2007 3 Micrseok Corporation
B O#ce PrwerPoies 2007 3 Micreack Corporatisn
Overvaw W Ofice werd 2007 3 Micraaok Corpocaticn
W OFce Owtlens 2007 3 Micrasel Coarparation
Fitas B Wadows Meds Playw £ 4. 3w ok Corporation
B Crvasseed 3x 3 A
Sy e ) SeparOfice CAM 6.x 3
Qoery OFice PraarPoim Viewes 2007 3 Murraek Conperation
B Firefox 2.6 3 Mepils
W Wincows Macis Player 12 3 Micrsaok Corporatizn
W OFice Bxcel 2010 3 Micreack Corporation
b Oretiste 2010 3 Mook Corpe
B Ofce Ovdosi 2010 3 Micresok Corporatien Ut Group Licoun autigand
b Ofce Pewerdoins 2010 3 Micrzack Corporatizn wter e encer Flowr oncer Sy
& Ofice werd 2010 3 Micresck Corperatien B mhat!] s ~
W OFce Pyblisher 2010 3 Muprnsel Carganatinn
DAEMON Toals 4.x Line 3 OT Soktae 8 wisgeenal] KwE-CZ e
Windows Sidebar 1.x 3 Micresck Corporatien 8 sevetl] X3 No
Nars - Barming ROM 6. 2 Ahesd Schware 20
wiakAR 2 Bugene fashsl
Cvrecex Drivars I Micresok Carpanatian
Cosgle Barth 2 Gosglelnc
2 VideoLAN Team
Ofica Gosava 2007 L
OMce InfzPath 2007 2 Micrsok Corponation
2 Micreack Comporation =
0
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The Query wizard enables advanced queries, the Filter enables better orientation.

& Products vl [<Current> v not selected

Summary @ . JUETYRVIZaT i

oduct .\'; » gned Fo
ter filter - (p e
1 NET Fram P N [+]

\ ava(Th) Flprocassor:  [<_v) 500 (2 mhz ' 0

y Intemec € o
Software V| Memory: < ~! S00 = M8 o

| Acrobat R 2
1 Silverlight _ [V Disk (capacity): < | 30000 2 me
R

N in
: O:::::tE File-Definition ] Disk (free): > «||100 “ome
| Windows % Data
| MSN Mess
| Windows N Registry V| Platform:
| NET Fram  windows Installer | !_m DOS/Windows 3.1 Typm
| Office Exc V@ uspLINUX | notselectad 2|
| Office Pow Hotfixes iﬂ .,

Windows 93/98/ME

| Office Wor Computer 7“ Windows NT4 Mt
| Office Out Vi@ windows 2000
| Windows N User Vi windows Xp/2003 Paramaters:
| DrivaSpas Monitoring | V) novew
| SuperOffic | 7a Wwindows CE/Mobile
| Offica Pow USE files Vi@ windows Vista/?/Server 20 Bl e
: :::::::': Logging L@ MAC OS
| Office Exc
) OnaNote 2
| Office Out pa
) Office Pow
| Office Wor
| Offica Pub
y DAEMON
y Windows
1 Nero = Bur

Direct SQL queries can be executed from Query Window:
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AuditPro automates Microsoft Word for generating document and Microsoft Excel

higher) for generating charts.
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Aot Reader v 4
B Shedge 44
B Methenting S 3
I Outhook Cxpress §: 3
B Windows )P Professona 3
I AN Messenger 4.0 3
D B Windows Movie Maker 2.5: 3
[-m-,w, -)".'r-.v-.--s MET Promawork 206 3
B Offce Exoed 2007; 3
B Office Powerfore 2000 3
I Office Word 2007 3
B Office Outlock 2000: 3
B Windows Meda Player 1103
M Orvespend 3.0 3
SpeOffce GM 6.3
B Offcs PomerPoint Viewer 2007 3
W Frefor 260 3
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5.3. WEB USER INTERFACE

Web reports are an additional part of AuditPro:

4} AuditPro - Microsoft Internet Explorer o ] 4
File Edit ‘iew Favorites Tools Help | ;',’
QBack - \_/J - |ﬂ |§| :‘] /-.-\: Search \;1\?‘ Favorites wrﬂedia 6"{ = >
Address I http: /flocalhost fauditpro j Go

Results
User
Assets
Summary of assets -
[
& [ [ [ Compuer
With the web interface, you can enable all Intranet users to:

View passports. Every user browsing  http://iisserver/passport.asp will get the list of
his/her passports. He/she can also view their details and sign them.

Provide user requests (needs for software, hardware, e tc.). Every user browsing
http://iisserver/request.asp will get the list of his/her requests and their current status.
He/she can also input new requests.

View reports (Summaries of products, hardware, and compu ters).

Note: User authentication is based on how they log into the domain.
Configuring web interface

On Computer C , copy all *ASP files and the AUDITPRO.CSS file into the I1IS folder

(Inetpub \wwwroot \) . I n the properties ofScrigtlsd ukeSaecessi @ eci, n enla
AiProperties/ Filebod wi n d oAnpnymoasn chccessl i Pa b I(e h e APropert
Security/ Anonymous access and authentication contr c
settings unc halntegetdd Winolowk guthdntication 0 isedicactkfWindovs i

NT challenge/response 0 is ticked off in I'I'S 4.0).

Also, in the ASP files, adjust the following Iline according to real values:
connection. open=0Provider=sqloledb; server=PCl1; uid=sa
Note: On the SQL server it is ne cessary to enable Security/Authentication: SQL Server and

Windows.
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5.4. TRACKING HISTORY

AuditPro automatically traces history of each computer within individual audits. History
information contains files on the harddisk, detected hardware and additional infor mation
(Registry, Windows Installer, Shortcuts). At the first audit the whole data is stored into
database. Every next audit AuditPro traces only differences. Additions are inserted into
database, decreases are marked as not present.
History informationc an be reported from fiResults/ Historyodo or
reports.
You can trace the history on the following three levels:
Hi story of summary Resul t s The mstorydsdisplayedby mdividaak / é )

audits.

History of individual Resul  ts (window: Results/Computer) - The history is displayed by
individual scanned data.

History of locations (window: Locations) -The history is displayed by
imports.
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When data from individual computers is being recognis
added

be

to the 1|

st

of standard

real core of AuditPro. It contains data about publishers of software and their products (all
The process of recognising is to compare
collected file information with the product library definitions.
Each library entry for a product represents several basic files necessary for the use of the
software. Every new product version is recorded individually (this applies only to issued

available versions and the

versions, not to individual built

6.1. LIBRARY CONTENTS

ir languages).

-in programs).

The sup plied (original) product library contains several thousand standard records of software
producers, individual software products including versions, the type of licensing (commercial

software, freeware, shareware, etc.). Additionally, the know

-how by which

detected is attached to each product record. These are definition files (red), by which installed
software is detected and recognised files (green), which are secondary EXE files and DLL
used for filtering and optimisation in the

libraries that are components of the software and are
program.

AuditPro
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ed, data about program files found will
software |

ncl

the software is

uded

DashBoard

Reports

Software

Products library

Recognize Scanned Data

Recognize (Custom products library)

Recognize Known Files
Check for products duplicates
Unknown Software

Resolve software profiles

Address book
Platforms
MacroPacks

Cals

Product prices
Product price types
Product licensing

Mienrdi- R .

Hetwork structure

Settings Assets Help

Products library/fAdditional detection (176) x Produ
Product Publisher Type
enter filter enter filoer enter |
ﬁ Access 2000 Microsoft Corporation Regist
g Access 2000 Microsoft Corporation Regist
g Access 2000 Runtime Microsoft Corporation Regist
ﬁ Access 2000 Runtime Microsoft Corporation Regist
g Access 2002 Microsoft Corporation Regist
E Access 2002 Runtime Microsoft Corporation Regisi
ﬁ Access 2003 Microsoft Corporation Regist
g Access 2002 Runtime Microsoft Corporation Regist
@ Access 2003 Runtime Microsoft Corporation Windo
ﬁ Access 97 Microsoft Corporation Regist
g Access 37 Runtime Microsoft Corporation Regist
E Acrobat 7.x Professional Adobe Systems, Inc Regisl
ﬁ Acrobat 7. Standard Adobe Systems, Inc Regis
g Acrobat 8.x Professional Adobe Systems, Inc Regist
E Acrobat 8.x Standard Adobe Systems, Inc Regisl
ﬁ Acrobat 9.x Professional Adobe Systems, Inc Regisi
g Acrobat 9.x Standard Adobe Systems, Inc Regisi
E Adobe Acrobat X Pro 10.x  Adobe Systems, Inc Regisl
ﬁ Adobe Acrobat X Standa... Adobe Systems, Inc Regisi

Left sub -window - tree structure of producers, products

Right upper sub
Right lower sub

-window
-window

6.2. SOFTWARE DETECTION

- list of definition files
- list of known files

AuditPro primarily detects software by identifying the presence of defining
(definition) files on the hard disk.

Information on the defining files can be of two types.
According to the file version information included by the producer in most EXE

Accordingto CRC as a mathematically calculated identifier ascertaining the contents of a

file.

files.
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When necessary, it is possible to add additional defining files and combine them with the
specifications:
Logical OR - software is detected when any of the files in the library are present on the hard
disk
Logical AND - software is detected when all the files (within a group) are present on the
hard disk. It is possible to create additional groups of files specifying AND.

Definition file identification a ccording to Definition file identification according to
version information: CRC:
Properties
Test File-definition ] Properties
Fill Qut File Header Definitons: Browss File ekl e llfain
Type: & 32hit Windows " DOSAwindows 3.x Most Used Fill Qut File Header Defintons: Bmss LS
Publisher: [Adobe Systems” B (e Type:  32hit Windows * DOSMwfindaws 3.x Most Used
Mame: |»m:|obeAcrohatx [ lgrome Publisher: | W lgnare
Wersion |5‘ I lgrore MName: | [+ lgnare
Language: | J I larore Wersion: | [+ lgnare
Filename: |AcroHd32.E><E I lanore Language: | J [+ lgnare
Filesize | M lgriore Filenarne: |AcroHd32 EXE [ lgnore
Filepath | M lgriore File:size: | [+ lgnare
Descriptior | M lgnore Filepath: | [+ Igrore
CRE | W Igrore Description: | v |gnore
Group - CRC: [FD4FSEDE I lgnore
oK | Cancel Help | ELEES :|v
Ok | Cancel | Help |
Advantages:
9 Advantages:
Includes all builds (4.0 and higher) Precise identification of  individual files

usingin*fA asteri sk
Simple administration
Fewer number of entries in the database

When viewing the address structure of evaluated computers, two types of files are defined:
Definition (red) - identification of an installed product is based on this file (evaluation

process)

Known (green) - this type of file is found in the list of known files

Unknown (black) - this type of file was not found in the product library during the evaluation
and may contain unrecognised installations

6.3. SOFTWARE SUITES DETE CTION

Software suite is specific because they are composed of several ind ividual products
(components). The licence for the suite applies to any of the individual components installed.
Another characteristic of suites is that they are available in different editions (i.e. Standard,
Light, etc.), which contain various products. Most commonly, a product line from simple
packages to complex ones depending on the number of individual components they contain.
The detection of software suites are based on these indicators:

The suite is considered to be installed when any of its individual components are present

A suite with a higher number of components can be derived (inherited) from a suite with a
fewer number of products (where at least several of its components are the same)

A practical example is the Microsoft Office suite:
Published versions: 97, 2000, XP, 2003, etc.

Language version: Czech, English, etc.
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Edition: Standard, Professional, etc. - i.e. included in the basic suite for the 2000 version is
Office 2000 Standard. The next available suite (derived) is Office 2000 Sma Il Business,
which additionally contains the Small Business Tools 2000 component

6.4. ADDITIONAL DETECTION

Additional detection is not based on the presence of files on the hard disk. Additional detection

identifies records in the Registry and Windows installe r and may be used in special cases i.e.

where the exact same definition file from 2 different products (i.e. Microsoft Access 2000 and

Microsoft Access Runtime 2000) are present.

The additional detection corrective rule may be applied to detect software su ites as well (see;
AOptions/ General / Resolve suites using additional det e

6.5. ONLINE LIBRARY UPDAT ES

Like anti -virus system publishers that provide database updates nearly every day, we also work

intensively to update the software library, thus enablin g AuditPro users to download it via the
Internet.
The software library is updated continuously. Like anti -virus system publishers, we also

encourage our customers to use the online automatic update service for the product library by

sending the SCN filet o the email address: knihovna@auditpro.cz . Within a few days a new

version of the product library, updated with all missing products, will be placed on our website.

To stay up to date we r eco/mademdr eln/ahldteo Mmatpitd onpdat eso

6.6. CREATING YOUR OWN DE  FINITIONS

The results of product recognition (product quantity and identification quality) depend entirely

on the number of products defined in the library. If a product has not been found in the library,

even though other indicators (the Registry entries, Windows Installer, and/or Files) prove its
presence on the computer, it is necessary to add the definition to the product library. This is an
immediate solution. Such definitions are stored in a separate p lace therefore they are
not deleted whenever the built -in product library is updated. In addition, they can be

stored in a file that you can send from the central office to individual branches.

The most usual definition of the decisive file header contains the publisher, product name
and version, and file name . We recommend adding an asterisk at the end (or also at the
beginning) of these key words, because an asterisk enables any ending/beginnin g(ie.
truconneXion, Inc. or AuditPro applications). If a definition is entered this way it is unlikely that

the properties will change in the same version; therefore, products will be detected more easily.
EXE files for applications running in DOS or Wi ndows 3.x have no headers. To detect these files
you can use only filename, file size, eventually file path

Creating your own product and file definition

Click on the AProductso button in the toolbar. I n thi
th e built -in product library (Publisher/Products/File Definition).
Press the | NSERT kelgsetodo coémm&nd hien 6t he menu. Ente

name, product name, including the product version and licensing type.
In the next window -pane, add a file definition for the new product. The full file header can

be read from a file by clicking the ABrowseo butt
Drag & Drop operations in AResults/ By CocassilUbtkeowd Fi | e
fileso.

To update the reports, data must be re -recognised (Menu/Tools/Recognise Scanned Data).

The product library can be exported to (and imported from) Microsoft Access format (MDB).

AuditPro - System for Active License Management
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After importing custom products library AuditPro checks al | publishers and products. All
duplicates are reported and can be removed from the database if necessary.

User defined products are displayed bold and the list of user defined products can be
opened in fADefinitions/ Custom products |libraryo.

HINT: To upda te the product library supplied on a regular basis, select the following
options: Options/Settings/General/Notify new product library versions.

HINT: If you send us a list of products (or a characteristic found in the SCN file) that
has not been detected by AuditPro at the first attempt, we will automatically include
them in the product library.

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww



_/{/36

Methods for Adding License Information

I n t he ASoftwareo wi ndow, press | NSERT (or sel ec
ALi censeo, i nputhetrhenmubpr oduct , and go to the Al
input the information for the license (date, number, expiration, serial number, and
document number).

Mark the computer (s) in the AComputersod window, an
men u (suitable when one multi -license is being added to more computers).

In the procedure of creating a passport (in the Sof
|l icensesodo option or fAssign Licenses to Computers
added bas ed on recognised products).

[ =5 [ =5

Properties Properties
] Llpgrades] Downgrades] Computersl Users ] License] Llpgrades] Downgrades Users ]
Purchase date: | Ewpiration: Count: Price: O Others -
P2z 22008 =] | | |20 | - [J%F MYDOMAIN W
! B 5200036470001
¥ ek ([
FveE 5200036510003
Serial Mumber. [ OEM 5200036530001
4234534535353 5200036790009
B e e o 5200037020006
Inztallation key: CAL licensing: 5200037080000
[ | j O 5200038930007
5200525280004
Humnber: Language: 5201039460005
| |English - United States j 5201033570001
5201039580000
Palel Pole 2 5201039790003
| ﬂ | j 5201033300006
5201040010008
. 5300137660000
f¢ Document — |nwoice 05 5300137510004 |
Registration Mumber: SISl ©2nnd 2701 nnna kd
57/2002 [ Show users Selectby: [Resubs )
Selected: 15 Al | Missing |
Mote:
0K | Cancel | Help | oK | Cancel | Help |

Allocating (Multi) Licenses to Computer(s) = Assigning Computers to Licenses

In the License properties window, go to the ACompl
whi ch t he |l i cense applies (or i mnarkt thee appfo@iatenp ut er
computers and select fAAdd Licensedo from the conte

(Multi)license Link - Relation to assigned multi  -license displayed (deleting cancels the link
only)

If you select the whole domain the license will be assigned to all member co mputers and to
all new ones.

Allocating (Multi) Licenses to Users = Assigning Users to Licenses

In ALicense/ Computerso, use the fAMark according to
In the window for the addition of |licenses, go t o
which the license applies.
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A reference to the multi  -license - display of the license allocation for the user (deletion of

the allocation results only in cancelling it).

If you select the whole group the license will be assigned to all member users and to all new
ones.
OEM License - Recorded OEM License
In the AComputerodo window, mark the computer(s) to whi
AfAdd Licensedo from the context menu. The | i cesatsvid wi nd
open.
Upgrading Licenses
In the fASoftwareo window, mark the |icense you want
upgradedo from the context menu.
Any license can be upgraded by a discretionary number of new licenses.
The total number of built  -in licenses will always decrease by t he number of newly upgraded
licenses.
When newly upgraded licenses are deleted or uninstalled, the number of original licenses
will change accordingly, as the updated licenses revert to original licenses.
Downgrading Licenses
I'n the fASoftwar eot wa nldiooensnemrykou want to downgrade an
downgradedo from the context menu.
Downgrades can be added to lower (normal upgrade) and to higher (upgrade advantage)
products versions
Every license can hold unlimited number of downgrades
The assigned computers are still active for downgrades for all reports/passports
Properties Properties
License Upgrades ] Downgrades] Computersl Users ] License] Upgrades lCDmputers] Users ]
Date fra... | Product Count Serial Mr. Product Publizher Expiration
%23.02.2005 from  ACDSeed2 b= 2 @Dﬂice 97 Standard Microsoft Corporation
@ Qffice 95 Standard Microzoft Corporation
<] 2]
(< | (%] Add downgrade Delete Downgrade
0K | Cancel Help Ok | Cancel Help
AuditPro - System for Active License Management
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In the fiResults/ Summary/ Productso window, you wil!/
contains the number of found/installed licensed product S.

I'n the AResults/ Summary/ Productso window can be add
licenses to appropriate computers)

Adding licenses (and their automatic assignment to computers) can be performed when
passports are being added.

Columns:
Found (detected by comparing file headers with the product library)

Installed (the number of recorded installations, which is unimportant in this results)
Licensed (the number of licenses owned)
Required (the difference between the Found and Licensed columns)

Ifthevalue i n the ARequiredd column is positive, it is nec
Purchase and Record missing license(s); or

Uninstall/Delete such product(s) from the computer(s).

Completing Missing Licenses

Recording invoices and papers

From AMenu/ Records/ I nvoicesfi you can add invoices o
An invoice contains basic items (hnumber, note or supplier) and related document or bitmap

can be added and stored into database as binary file.
New suppliers can beniatdiderds /f Addr éADe fBo ok
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Macro packages, Macro licences

Macro packages are delivered using predefined software profiles. If you are using a Microsoft

partner licence (i.e. MCSP, MCSP Gold, MS Action Pack, etc. partner), AuditPro allows you to

enter these "mu ltiple licences" or macro packages into your records using one command

(instead of searching for which licences and how many of them you are authorised to use

fiwithout a feed according to the type partner you are
Any macro package can Dbef idriftiinendd/ Pmodthet Al i brary/ Ma

When creating specific lists, it is possible to vie
numberfi fields if the product is |Iicensed with a

Software profiles

Software profiles can be cha  racterised as templates of typical software installation. A typical

software profile is for example the operational system, Microsoft Office and several additional

commonly used software programs (picture viewer or file administrator). The creation of thes e
groups has several reasons:

Software profiles E]@ 1

= % Manager
&y Excel 2003
&5 MAFTA
& virtuaGirl 1%
- % Secretary

\‘? Device Types

A0 Computer Definition &% Acrobat Reader 7.x
& aD User Definition & AuditPro 4.0
b Products Library @ Office 2003 Standard
24 pddress Book &5 PC Translator 2005
g8 Platforms &p Skvpe 1%
% Makropacks &) Swatky a wyrod 2003
2 CaLs e g windows ¥P Professional
£ » &5 WinZip 9.x
Assigning profiles to computers (Window ADefinition
Profile utilization reporting (Window AResul ts/ Summ
Mul tiple addition of |icences by profile demtebydow AC
profil ehn
Mul tiple addition of installations by profile (Wi nd
menu/ Add/ I nstallation by profileh

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww



_/{/40

8.1. PASSPORTS

Computer passports (data lists and computer registration sheets) are documents containing

information on both th e installed software and hardware in specific computers. They serve to

transfer the responsibility for software and hardware from the administrator to the user. Three

people should countersign the sheet specifying the responsibility: the user, the administ rator,
and the manager.

I'n the AComputersodo window, expand computerds branch
Your Computer), click on the fAiPassportso folder
In the displayed wizard window, cl i c k actiowibycolickign i Ne
AFinisho.
A newly created passport with the current date wil
your Computer. It can then be displayed and printed by clicking on it with the right
mouse button -t he @A Pas-sPproervtisew/ SavoptiborPr i nt o
The content of passports is stored into database and is always read and the RTF template is
completed when generating documents.
If changes are necessary passports can be edited or recreated.
Passport
Computer:
Name: 5200036790009 Number: 112444
Model: NEC Product number: | ab5300f32703550
Domain: MY DOMAIN IP Address: 10.0.0.1
User:
Name Surname:  |Jaroslav Dusek Number: 72224
E-mail: duseki@txn.cz Username: dusek
Group: MYGROUP Department: IT3
Hardware:
Device Description Serial Number
Harddigk IDE Maxtor BEQ40LO 41109 MB
Processar Intel{Celeron 2.20GHz BFEBFBFFO0000F 29
Wlermory 248 MB
Display adapter Intel(R) B2845G/GL/GEPEGY
Metwork adapter Intel(R) PRO/ 00 VE O0DAEBDSEZFS
Printer HP Laser)et 531 600 600
Baseboard MEC MN4-IBFGL ab5 30032703550
Operating system:
Name Serial Number
Windows 2000 Professional 2195 Service Pack 3 577-220-84453-060
Software:
Publisher Product Serial Number Document number
Adobe Systerns, Inc_ [ Acrobat Reader 5.x
eFront, Inc Powetdrchiver b x
MWicrosoft Corporation | Office 2000 Professional 6093-210-6217753 | 5772002
MWicrosoft Corporation | PowerPoint 2000
Wicrosoft Corporation | Yindows 2000 Professional
Metwork Associates | WirusScan Enterprise 7.x
Date 01.01.2005
Adrinistrator: adrninistrator [Jan Novak]
Owner: cech [Josef Cech]
Additional information:
Multiple Passports can be gen  erated at a time
Passports can be generated in MS Word, MS Excel, Wordpad or viewed on the web reports
(ASP)
Passport templates are editable RTF files (see appendix)
Passport columns are optional (see Menu/View/Passport)
AuditPro - System for Active License Management
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8.2. FINAL AUDIT REPORT

Every audit rep resents a collection of data found on computers and is related to a specific date.
The first audit is automatically added when AuditPro is installed.

AuditPro creates audit folders In the AuditPro \SCN\ folder where processed SCN files are
archived.
Toadd anot her audit, select AAuditso in the AAdmini st

is space for notes in every audit.

Generating Final Report

In the AAuditsodo window, mark the appropriate-audit, a
Preview/Save/Printint  he context menu.

HINT: If you have Microsoft Word or Microsoft Excel installed on your computer, you can
use it to generate documents (Settings/General/Work with Documents).

8.3. INSTALLATION PROTOCO LS

Software installations can be recorded in AuditPro as individual entries, and installation reports

can be generated to provide records of installations performed.
Installation protocols are records (documents) of installed software. They include the product
versions, installation dates, administrators, and co mputers where the software has been

installed.
Adding Installations
I n the AComputerso window, open the branch of the p

filnstall ationso folder and press | NSERT.
In the fASoftwared window, press | NSEIRMT tamae fsled sstcal It
tab, input the installation properties, and in th

onto which you want to install the software.
Creating Installation Protocols

In the fASoftwared window, open t he Dblrnasntcahl |oaft itohne Pprrec
folder, and press INSERT.

HINT: If you have Microsoft Word or Microsoft Excel installed on your computer, you
can use it to generate documents (Settings/General/Work with Documents).

AuditPro - System for Active License Management
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8.4. HIERARCHICAL REPORTS (LOCATIONS)

r ]

& Locations E]@

History: | 01.01.2005 | | software Hardwars
= é trucannesion Produck | Publisher | Found | Lice, ., | Requ... | Assigned | Disposition |
- &y Ceech REF:' &b 3Com NIC Diagnos...  3Com Corporation 3 - - ] n
& Mlada Boleslay (& -ro 2000 Madnion & 0 & 0 0
é Praha &) Gds max 6.x Discreet, a division... & a i) 0 a
| - — & c02album 2001 Softwareslz, a.s. 1 i} 1 ] i}
Dmp”ter [EMET & 602Photo Softwares02, a.s. 1 0 1 ] 0
5200036510003 MYDOMAIN| =| | @ cnopropC suibe 2001 Softwarss0z, as. 1 0 1 ) 0
5200038530001 MYDOMAIN - 1@ cnoTah Softwares02, a.s. 1 0 1 ] 0
5200036790008 MYDOMAIN - @ ppceess 3. ACD Systems, Led. 7 0 7 ) 0
5200037020006 MYDOMAIN &) Acrobat Reader 5. Adobe Systems, Inc 38 - - 0 a
5200037050000 MYDOMAIN & Acrobat Reader 6. Adobe Systems, Inc 3 - - ] i}
5200525280004 MYDOMAIN &) AckiveSync 3.x Microsoft Corporat... 2 - - 0 o
5201033460005 MVDOMAIN |8 4 suare 5.6 LavaSoft : } } 0 0
5201039570001 MVDOMAING 1 1B n 4 apare 5 i LavaSaft i } } 0 0 —
< > < >
Selected branch: 1 {Computers: 55, Users: 30, Tokal items: 194)
Completing r  eport for higher level unit
Import the topical local results into the locality in question -Window ALocalityhfn, i
from the context menu, select AResult importdh Re
name of your unit. Further on in the contex t menu, select 6Export into

over to the higher level unit.

Completing summary reports in the higher level unit

Accumulate the required number of reports (files) from lower level units. Gradually mark
localities into which you intend t O import the individual files and
in the context menu.

Assigning and visualising licenses

By clicking in the column of AAssignedi each produc
assigned a total number of licenses intended for lower level units. When you move to
those lower levels and look at their products, each of them will show the disposable
number of | icenses in the O0Dispositiond column. T
lower units.
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8.5. USER REQUIREMENTS

AuditPro offers an eas y system of user requirement management. Using a web interface (file
AuditPro \WWW\ Request.asp), users can input their requirements for software installation,
hardware, etc.

A summary of all requirements entered is situated in the window Results/User requir ements.
During processing each requirementds status can
4} AuditPro - Microsoft Internet Explorer -0l x|
Fle Edit Yiew Faworites Tools Help | 1','
» A = ~ " - B '_\
@Back - -\_) - \ﬂ @ ,_Ij ‘ /LjSearch “}:L(‘ Favorites @Medla ﬁ‘z‘ [-_-..-_-_\v == - i
Address I@ http: filocalhostiauditpro/Request. asp?Mew=1 j Go
User: ?
Domain: ?

Computer: localhost

Type of
request:
= N ror -
Software Fublisher: |M|crosof‘tCDrporaﬂDn J
Froduct: IAcc:ess 2002 j
C :
Hardware Hardware: I J
[
' Other Text:
||
Barl LI
|@ Daone I_ l_ l_ |‘ﬂ Local inkranet i
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AuditPro enables you to detect and keep track the computer 06 $ardware components.

9.1. HARDWARE DETECTIONT  ECHNOLOGY:

Win32API (Registry) - in-built, reliable method of detection using standard system
information. Also performed in situations when a WMI cannot be found in the computer.

WMI (Windows Management Instrumentation) - detection performed based on class
and attribute definition pertin ent to the defined type of hardware (see window
ADefinitions/ Device Typesi)

FataaOotain W M Seare Sasmmary Pe2enr 30cany AIDS et Curactan AN Vaseni lhney Custiom roouts Wby Culpat  fummay 50 mpen  Computen Temeand

Cp W e et - “Camanes - et e

BIERRIOO0 1 AT 6 SPUD

e

COEeLL PPN P 0PSO C ¢ 0000400000

{
IIFTFATATTTAFATIZTTIATIICTTITIACITA A -

Data items Model/Parameters/Serial number are automatically filled with the data acquired from

the relevant WMI class. (e.g. Win32_DiskDrive.Mod el, Win32_DiskDrive.Size). Hardware
components may be added freely and the WMI data items may be customised. A full description

and list of WMI classes including attributes can be found at:

http://msdn.microsoft.com/library/en - us/wmisdk/wmi/computer_system_hardware_classes.asp

Hardware detection methods:

Cl i ent 6 sdusngdat collection, as part of SCN files
Remotely  (additional method) - network collection on demand, performed from the
administrative console (only possible through use of WMI))

9.2. RECORDING AND TRACKI NG HARDWARE

Along with the automatically detected information, additional items may be recorded (for
exam ple Price, Inventory number etc.) according to your needs.

Activities relating to the individual components may be recorded as part of their history, e.g. (In
stock/Out, etc.).

AuditPro - System for Active License Management
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10.1. ACCESS RIGHTS

AuditPro implements access based on Integrated windows authentication or SQL authentication.
AuditPro operators can  be added with limited access rights. All permissions are stored directly
into database

Results - all predefined results

Auditing and scanning - lists of computers and  users, all related operations
Software - recording licenses, media, documents, invoices etc.

Assets - Asset management module

Product library - adding new products, creating file definitions

Definitions - lists of user defined items

Options - AuditPro syst em settings

Locations - hierarchical reports

Monitoring - Performance monitoring module

Barcodes - Barcodes module

- 2
-
User Authentication Date
ndtaiadien & cvo windows auth, 08.04.2003 09:10:42
General
Computers
Client settings
|
7 N
Scheduler
“ User: Accass type: v Fell Read only
Database and server g Ares Read Insert Update Delete *
Data AuEhaaticatia o B Reports Yas Ves Ves Vas
_ O Windows auth, & Network structure  Yes Ves Yes Yes
(] v v v
SQL auth, Passports es es Ves es
Email notifications 1§ sofeware Yes Yes Yes Yes
Logging Add more users at once P Asseus ves Ves Ves Ves £
& Prodects hbrary Ves Yes Yes Yes
Assets D Oefinitions Yes Yes Yes Yes
Barcodes 86 Options Yes Yes Yes Yes
D Events Yes Yas Ves Yes
Helpdesk & Locaticns Ves Ves Ves Vas
SMS Connector ; D Meonitoring Yes Yes Ves Yes
= i !!! Barcodes Yes Yes Yes Yes
Dashboard g PP Py o O n s N
< " »
oK Cancel
Show SQL
\
—
oK | Clese

4 types of access are distinguished:
Read - users can read items

Insert - users can insert new items
Update - users can edit item properties
Delete - users can delete items

For the Asset Management Module AuditPro provides additional possibilities to limit access
rights depending on objects or containers.
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10.2. SYSTEM SECURITY

Data Protection

When user computers ar e audited by AuditPro Client (SCAN.EXE), data protection is not violated
because only file headers (the publisher, name, version, language, file name, size, path, and

description) of selected file  -types (EXE, COM, DLL, OCX) are stored when hard drives are being
scanned.

The content of the .SCN file is packed using the GZIP method and is encrypted by the IDEA

algorithm with a 16  -byte key.

The user cannot influence the process of scanning (other than by completing user forms).

Data restoring after system falil ures and errors
All data (SCN files) collected automatically can be found in the \SCN\ folder. Data from
i ndividual computers is stored in files with names [c
extensions that indicate the sequence (history) in which files were added to the database. When
data has been damaged, files can be re -imported into the database.
All other methods to secure data are represented by standard procedures that are not a part of
AuditPro (transactional log in databases, etc. ).

10.3. SYSTEM MAINTENANCE
Optimising Operating Costs

The speed of SQL server data processing gradually lessens from the optimum. This happens

during normal operations when inserting/editing/deleting data results in data fragmentation.

To ensure the best performance (th e speed of entering/searching) of the database, we

recommend de -fragmentingthefiles *( Audi t Pro. LDF and AuditPro. MDF) c
data structure (in the \MSSQL\Data\ folder) on a regular basis. It is also advisable to de -

fragment the indexes  ° of the data structure.

Reducing Damage Caused by Failure and Errors

Periodic backups of the database °®(ie. by | aunching the fABack upo fluncti
or direct exports  ® of the data structure (  i.e. by | aunching the f#Al mport tamnd E>
in SQL Server), are suitable preventative measures against data loss caused by system failure

(hardware and/or operating system), and against damage caused by viruses or improper

handling.

Security of access rights to the operating system where AuditP ro is installed is advised to

protect against data loss.

“See -fibagmentationfi in Help Wi ndows NT/ 2000/ XP

f
®See fibagment at i o9QGSeiver Hel p f
® see http://support.microsoft.com/default.aspx?scid=kb;EN-US;q241397
"See fiBackupfi in Help for Windows 2000/ XP
8 See Help for SQL Server

or
or
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10.4. SYSTEM OPTIMISATION

A. Server, database

Switching default database communication driver to SQL native client
(Options/  Deployment  / Driver )
Install SQL native client (SQLNCLI.MSI) available from  www.microsoft.com. Goto

Options/Deployment and change the default driver to SQLNCLI . Use SQLNCLI version 2005 or

2008. Itis also possible to use SQLNCLI to communicate with SQL server ver sion 2000.
+ Faster insertion of files into the database

Deactivat ion of importing known files (Options/General/Do not import known
files)
+ Faster insertion of files into the database
+ Lower volume of data saved to the database
- Database does not contain recognised files
Disable file history (Options/History/Files, Data)
+ Faster insertion of files into the database (depending on the type of audit)
+ Lower volume of data saved to the database
- File history not recorded (the database contains the last view of the address structure
only; The remaining history stays in tact)
Disabling known files recognition (Options/General/Recognize known files)
+ Faster evaluation
- No information on file types (divided into recognised/unrecognised)
Decreasing computer workload SQL/MSDE server

0 SQL server: Enterprise manager/Server/Pro perties/Memory - decrease RAM

allocation

0 MSDE: EXEC sp_configure 'max server memory (MB)', '256'
+ Decreased RAM memory workload during AuditPro server operations
- Increased AuditPro server processing time

Deploying AuditPro components to multiple compute rs

0 SQL server/ AuditPro server

0 AuditPro Server on multiple PCs
+ Decreased computer workload
+ Faster processing time
- Allocation of additional computers

B. Client
Enabling the ALitefA scan option (Options/ Scanning/L
+ Increased data collection speed (scanning limited to files, which have links from the

desktop or Start locations)
+ Smaller SCN file sizes
+ Lower volume of data saved to the database
- No overview of the entire computer address structure
Deactivation of ACRCHA d advauatiorn(Opties/Scanning/CRQ) d
+ Faster data collection (File version scanning only)
- CRC definitions are not accounted for using this method
Deactivation of data file collection (Options/Scanning/Files/Data)
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+ Faster data collection
+ Smaller SCN file  sizes
+ Lower volume of data saved to the database
- No overview of computer data files
Adding ignore folders during data collection (Options/Scanning/lgnore)
+ Faster data collection
+ Smaller SCN file sizes
+ Lower volume of data saved to the database
- No overview of all computer data files
Decreasing computer workload during data collection (Options/Scanning/Pause
during...)
+ Lower processor and hard disk workload during data collection
- Longer data collection time

AuditPro - System for Active License Management
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The Performance Monitoring module extends the inventory functionality of AuditPro. Along with
regular auditing, this facilitates real -time computer monitoring:

Hardware

Processor - processor usage (percentage)

RAM memory - physical memory usage (percentage)
Hard disc - space available (MB)

CDROM - number of media inserts

Keyboard - number of hits

Mouse - number of clicks

Network card - traffic IN/OUT (MB)

Users

User logins on computers (who, when, where)

Software

Launchin g applications (user, time, computer)
Forbidden applications (a list of forbidden applications and their termination)

History - WWW browser and open documents history

AuditPro - System for Active License Management
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Click the AMonitoringo button o revahtpaametersothatyaur and s e
want to monitor

Add forbidden applications where relevant (e. g. in window
AResul ts/ Monitori ng/ Comgelact applicatiofandpyessansestd

In the AOptions/ Scanning/ Output Fol defolderwherethe t he a
.MON files will be stored (e. g.. \\SERVER\SCN\). This path must be shared.

In the AComputersfi window mark the computers to be
from the context menu . In 6client installationd, tick the f

The results of the monitoring are available the following day (for the previous day) and may
be viewed in the AMenu/ Results/ Monitoringfi window

Setting up monitoring:

Installing and running monitoring on work stations:

To monitor computers it is necessary to have Client AuditPro (SCAN.EXE) running
permanently on monitored computers.

The principles of client installations are identical as those for scanning (except it is
recommended to install the client as an NT service).

Settings are saved (during configuration) and read (SCAN.EXE) from the SCAN.INI file
(same as for scanning).

A file named [PC_name][date].MON is created every day on every computer.

The .MON files from the Program Files \AuditPro \SCN\ are ins erted into the database

The .MON file size is average 100 KB which is further compressed and stored into database.

The monitoring process takes average 5% of CPU time

Scanning monitored computers

If client is installed as NT service or resident You can sca n the machine using Logon script
running \\server \scn\scan.exe /S. This will send message to the running instance of the client

to start the scanning. In this case the parameter /B is not necessary.

AuditPro - System for Active License Management
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The AAsset Managemento module offers a very flexibl
not replace asset tracking for general accounting purposes. It portrays currently active assets

(for example buildings, computers, telephones, or cameras) including simple processes

(operations) being made on them. The administrator defines the categories of objects (by

setting up the features) while objects may be both tangible and abstract (for example a folder).

Several types of object features are offered (number/text/date/list/file). Assets are displayed

either in a tree structure or independently of other objects. Each object may be assigned to one

or more users (person in charge/owner/on loan). Objects may be mutually associated by

connection s between each other. Basic operations - processes can be performed with the

objects (In stock, repair, out, relocation, etc.).

12.1. CUSTOMIZING ASSETS S TRUCTURE

The Window ADefinitions/Assets definitionso:
Assettypes - Alist of asset management objects - here you can define/customise other
objects to register (for example desk, chair, etc.)
==X

Asset Types
B8 Additional detection |~ | [[F]€ Caloulator A
[ 4 Camera

=1 Assets definitions
.............................. OIS Computer
A& Copier
IS Department
Dacurnent

B Process Types

B2 attribute Types

@ Icons W
P » @ Fax "

- A list of asset management processes - here you can define/customise
In stock, repair, out, relocation, etc.)

=% )

Process types
other processes to register (for example

Process Types

Attribute types

Icons
show objects, processes or attributes

B8 Additional detection |# & Assigned to user
Y Assets definitions % Deactivate
@ Asset Types % Depreciation
) @ Inuse
8 attribute Types %@ Inventory
iy Icons v |[F1% Move
< > % Mame changed -

Attribute Types

- Alist of asset object attributes (features)
object/process attributes (for example colour, number of legs, etc.)

- here you can add other

=]

B8 Additional detection |& | [ Mame | Type | Sha.. | M. 5. [
=1 Assets definitions @ Description Text

@ Asset Types @File File

% F‘ru:u:.ess Types @ Filing number Texk

@ e 1y gz @Inventuw number  Text

& reons bl @Invnice number Textk
< > IEEl anonane Frinm 7. ot

- A list of icons for Objects/Processes/Attribut

es - here you can add other icons to
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Wi ndow AAssetsodo represents a tree structure of the co

' ¥ Assets E]@

Inuse lStu:u:k ] Hepair] Disal:uleu:l] .ﬂ.ssuciatinns] Inventu:ur_u]

12.2. RECORDING ASSETS

=l [Firm] trucorneiion LUser | SroUp | Link ko asset |
~1424 [Department] Computers & admiristrator [ ] CYBERSPACE  Owiner
[Computer] 520103270800 | & ook [Jnsef Cech] CYBERSPACE  InUse

[Computer] 520103470800
[Computer] 520103430800
[Computer] 520103490800

3 [Department] Finance attribute Yalue

- [Department] Marketing @ Price 2000
[ Computer] 520103770500; @ Date of purchase 01.01,.2003
[Computer] 520103350500 @ Imventory number 704545
[Computer] 520103970800
[Computer] 520103990800
[Computer] 520104000800 | pake E | |

& 01.02.2003 In use [In use]

@ 01.02.2003 Assigned to user cech [Josef Cech]
@ 01.02.2003 Assigned ko user Administrator [ ]

& 01.06.2003 Stock [Stock]

% 15.10.2004 In use [In use]

% 31122004 Irwvenkary Adrministrator [ ]
The left part of the window contains a summary overview of assets (objects) in a tree structu re,
divided according to the basic criteria (in use, in repair, in stock, out) - here you can add other
objects in your register.
The right hand part contains sub -windows with information on each individual object:

Users - Assigned user(s)
Object 6stesa-tA rliibsu of objectédés attributes including t
Obj ect 6 s - mdividtiabprogesses performed with the assets

The AUserso window offers an overview of the assets a
Fol der AAssetsO cont aieditsaugdr| objects assign

Linking Assets management module with existing audit entities (computers,
hardware users)

Selected computers includingwhardbwdr eandi Gerep st € rAds e
wi ndow) can contain additi onapageantcampi ber és / UARTr O
properties) and can be incorporated into the Assets management module (using drag &
drop operations between windows AComputerso or fU

Filtering displayed assets

When defining assets (diedefniiniitoinosn/ sObA sescettssd0) You can
di splay/ hide selected object type to show or hide
AActiveo).

Reporting assets

Assets can be reported as following:
Editable result windows (Results/Assets)
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Web reports
Exportingt o CSV files (Assets/Context menu/Export)
Queries (Assets/Context menu/Find)

fa Computer E]@

Container | Price | Date of purchase | Invenkory number | In Use
[Department] Compukers

[Cepartment] Computers

[Cepartment] Computers

[Department] Compukers

[Department] Marketing 01.01.2003 |?54545| cech [Josef «
[Cepartment] Marketing
[Cepartment] Marketing
[Department] Marketing
[Department] Marketing

.‘. .>.

\ |
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AuditPro implement automatic creation of handover protocols while moving assets. Also asset
report can be generated.

Asset Handover

Number: 001/2005

From person:
N

Administrator:

Josef Cech Number: 7111455
E-mail: cech@@tun.cz Username: cech
Group: MYGROUP Department: T2
[Location: [Finance
To person:
Name Jaroslav Dusek Number: 72224
Surname:
E-mail: duseki@txn.cz Username: dusek
Group: MY GROUP Department: T3
[Location: [ Marketing
Assets:
Nr. Price Purchase date Inventory number Barcode
B o | ||‘|H“|‘|‘H||“|‘|H||‘
445474
Date:
23.02.2005

Name

Jan Novak

Number:

EECEEE

novaki@tin.cz

Username:

administrator

Group:

MYGROUP

Department:

I

Asset

Type:

Computer

Users:

User Group Link to asset
administrator [Jan MNovak] MYGROUP Onwner
[ dusek [Jaroslaw Dusek] [MYGROUP [T use |
Attributes:

Attribute Value

Price 20000

Purchase date 06.01.2000

Inwentory number 445474

Barcode

445474

History:

05.02.2000 In Use

05.02 2000 Assigned to user dusek [Jaroslav Dusek]
15.10.2003 Assigned to user dusek [Jaroslav Dusek]
31.12.2003 Stock

01.06.2004 InUse [Zafazeni do pouZivéni]
01.06.2004 Asgsigned to user adrninistrator [Jan Novak]
31.12.2004 Inventura adrinistrator [Jan Nowak]
23.02.2005 Assigned to user Adrministrator [ ]

Date:
23.02.2005

Ad mi
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12.4. IMPORTING ASSETS FROM EXTERNAL  SOURCES

AuditPro enables importing lists of assets from generic data sources like Microsoft Excel sheet

as well as the generic module philosophy. Any asset type with any attributes can be imported.
It is only necessary to keep source d ata format. The comma separated variable (CSV) file
contains variable names in the first line (e.g. Inventory number) and the data in other lines.

The source file must also contain the object type (e.g. Computer) in the first column.For better
illustration we recommend to export existing assets from AuditPro to CSV file and to keep this
format when importing new assets.

Microsoft Excel - Example_Assets.csy ;lglﬂ

B Fle Edt Wew Insert Format  Tools Data  Window  Help Type aquestion forhelp » _ & X
el [ ¢ i -0 < |B 7 U|ES=EHEB% » BE - B
Al - & Asset type
A B | ¢ [ D | E | F | 6 | H LT
1 |Asset type  Mnventory number Model Telephone|Department  |In Use Tempora Dwner J
2 |Computer [ IMOOO3 Marketing novak [ ] Administrator [ ]
3 |Phone IMO004 ASO1 326711711 Marketing novak [ ] Administrator [ ]
4 |Fax Ih0001 FC44 Development  stastny [ ] Administrator [ ]
5 |Copier IMO002 HF?? Development svoboda [ ] Administrator [ ]
E: -
4 4 » My Example_Assets |4] | |
Ready ] v
Import/E sport/F epart
" Impart " Export " Repart 7 Prink repart
File:
[D:ADATA_TO_IMPORTAASSETS.CSV J
= Colurnn delimiter
~ : -
m Text qualifier
Aszzet types: Attributes: % 0 Azzighed users:
Mame Marne | F& InUse
& Temparary loan
ﬂ Dwaner
< 2]
0K | Cancel | Help
Import and user assignment
If the A In Use A, ATemporary |l oanf or

Username [Name

Surname], then the new user is added during import based on the

identifier (Username) with the Name and Surname filled in. At the same time, the user is
assigned to the object in the relevant relation (In Use, Temporary loan, Owner)

Asset identification

Objects are identified based on the selected attribute (e.qg.

Inventory number

object is already registered in the assets the attributes will be overwritten according to the

values in the imported file.

). If the

Admini stratoro6s
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Sub-objects are imported  automatically. For instance, adding individual departments according
t o tDheparthent i col umn requires the selection of the

Importing sub -objects

12.5. SYNCHRONIZATION

AComputerd window

The primary registration of computers, users and hardware is performed as part of the software
(SW) audit. The computers detected within the SW audit are assigned a domain and associated
history as well as the currently logged -on user, and the group the user belongs to.

ifAsset o window

This window contains separately (manually) regis tered computers with additional attributes and
the possibility to connect those with computers detected within the SW audit (two database

tables will be linked). The computers may be divided into multiple -level organisational
structure.

An example of comp uter Synchronization

Add a new computer with registration number 12345 in the Computer window.
I n Settings/ Asset s, check ASynchronise Comput

<

case, the Attribute (Native) and Attri butisgatiqgnObj ect )
number 0.
Now, add a new object of the AComputero type in t
fiRegi stration numbero attribute with A123450.
Both records have not been matched yet but this can be done individually by clicking on
the Computer inth e Assets window, or as multiple operation for selected objects from the
Context menu/ Attributesé/ Synchronise or via the Set
When performing Object Import into Assets from an external (CSV) file, the matching is
completed au tomatically if the values are known for both entities (Registration Number for
the Computer in the Computer window and Imported Computer Registration Number in
Assets)
I f the AAutomatically add new computers into asse
record is entered in Assets at the moment of adding the computer and both records are
matched regardless of values.
TIP: I f you drag & drop an unmatched computer fro
computer in the fAComputerso wibedatched. t he t wo object s
TI P: I f you drag & drop a computer from the AComp

window and there is no object in Assets a new record (associated) will be created, if there
is an object the matched object will be highlighted.

Attribute Sync hronization

foll

er A

alues of which govern the matching of the Objects

I f you tick the ASynchronise computer attributeso

values of computer attributes in the Computers window and selected values of computer
attributes in the Assets window will be synchronised automatically (upon editing at any
location, both records will be modified).
The attributes include Name, Registration number, Manufacturing number, Field 1, Field
2, Note. For Field 1 and Field 2, the attribute title must be identical for the asset and the
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computer (can be changed in the Definitions/Additional items and
Definitions/Assets/Attributes windows).

Reporting

The Results/Overview/Computers window = list of PC in the Computers window with an
association to the Assets in the last columns.

The Results/Assets/Computer window = | ist of PCs in the Assets window with an
association to the Computers window in the last two columns.

AuditPro - System for Active License Management
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AuditPro gives you the option of selecting the type of database platform most suited to your

needs. You do not have to adapt to AuditPro, it adapts to your requirements without having to
install an additional database server. Just allocate a new database source on your existing

server. The AuditPro database source installation and initialisation process is fully automated

and you have the opti  on to operate it on Microsoft MSDE, Microsoft SQL Server or Oracle
Database platforms. The Desktop version of Microsoft MSDE is recommended for networks of up

to 100 computers. AuditPro supports the Microsoft SQL Server platform from version 7.0 and

higher and Oracle database environment from version 8.1 and higher.

System requirements

Computers communicating with (AuditServer and AuditPro console) databases require the
installation of the Oracle client application
(http://otn.oracle.com/software/tech/windows/ora_mts ).
Oracle - OLEDB drivers installation:

Oracle Provider for OLE DB

Oracle ODBC Driver

% Oracle Universal Installer: Available Product Components o ] 4|

Available Product Components
Oracle Data Access Products

The fallowing are companents that vou can install a5 part of Oracle Data Access Products. Which ofthese
components do you want to install?

Compaonents Install Status
Ooracle Data Provider for MET 10.1.0.4.0 Mot Installed
Oracle Provider for QLEDE 10.1.0.4.0 Mew Inztall
Ooracle Objects far OLE10.1.05.2 Mot Installed
Oracle CDEC Driver 10.1.0.3.1 Mew Inztall
Ooracle Services For Microgoft Transaction Server 10.1.0.4.0 Mot Installed
Ooracle Universal Installer 10.1.0.4.0 Mat Installed
[~ Show all components, including required dependencies. Product Landuages...
Help JI Installed Broducts... j Back | et JI [rstall Cancel

ORACLE’ |
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TNS configuration ORCL services:
Run the Net Configuration Assistant
Local Net Service Nam e configuration  -> Next

Add -> Next

Service Name: ORCL -> Next

TCP -> Next

Host name: [oracledatabasecomputername] or IP address -> Next
Perform atest -> Next

Change Login ... -> Next

Net Service Name: ORCL  -> Next

Net8 Configuration Assistant: Net Service Name Configuration, Ser EI MNet8 Configuration Assistant: Net Service Name Configuration, TCP EI

To communicate with the database using the TCPIIP
protocol, the database computer's host name is required
Enterthe host name for the computer where the database
is lncated

Host Name PCO1

ATCPIP port number is also required. In most cages the
standard port number should be used

Foran Oracledi database or service you rmust
provide its service name. An Oracledi database's
senice name is normally its global database name.

Senice Mame: |[ORCL

i Use the standard port number of 1521

" Use another part number: |1521

Cancel Help ¢ Back Mext 5 Cancel Help £ Back Mext 5
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Admini stratoro6s Manual . Further information at ww



Installation procedure

_/{/60

On the AuditPro -administrator machine install latest Oracle client downloadable from the

location above.

Configure the Oracle client services to connect to the Oracle database (e.g. ORCL is common

TNS name, see screenshots above)

Install AuditPro on the machine a nd run it.

The database initialisation begins during the first launch of AuditPro application in the

ADepl oymenti window by checking

the AOracl ed

orace 2
D atabaze; DBa& User Fazsword:
>| |SYSTEM |
AuditPro T ablespace: AuditPro User: Pazsward:
jaUDITPRO [£UDITPRO

Temporary T ablespace:

|TEMP

Dratafile [for Unix enter e.g. Apath/file]:

Connection test

ID:"-.:::rau:Ie‘-.Dradata"«.-'-‘-.LlDITF'FH:I.EI R

D ata file size [ME]: IEEIEI Auto Extend [ME]; I'IEIEI

| Create Tablezpace and User I Connect | LCancel |
The fiDat abaseo item contains the wvalid service nam
Database Expre ss, enter XE)
Enter the DBA (database administrator) username and password, check the valid path of
datafile and enter the data file properties. (the path for Oracle Express on Linuxu is e.g.
lusr/lib/oracle/xe/oradata/AuditPro.ora)
Press the buetDabli€cspate and User o.
A new tablespace with name #AAUDI TPROO wi ll be creat
default passport AAUDI TPROO.
AuditPro - System for Active License Management
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The Barcodes module increases the fAiAsset management n
fasterand reliable identification of physical items than standard methods. The inventory

number is generally used as barcode value. It is also suitable to work with Service Tag  which

is supplied with the hardware and also can be detected in the operating system. Thi s makes the

process of implementing barcodes and the inventory process easier. In combination with IP

discovery or Active Directory Importing you can automatically track all computers. AuditPro can

generate the most used types of barcodes ( Code 39, Code 93 and Code 128 ) for assets. Also
QRCode generation (which brings further advantages - capacity, reading) is provided. Barcodes
are incorporated into the Asset management module.

14.1. IMPLEMENTING BARCODE S

Steps

1. Choose identifier for barcodes (e. g. Inventory num ber)
a. Set ANo duplicitybo
b. Set ASequenceod e.g. | MOO1

2. Generate and store barcodes into the database
a. Importing existing barcode bitmaps (for further operations) is possible
3. Print out and use barcodes

Setting barcode generation options

on/ Assets/ Attributeso windc

Press the insert button in the ADef i i
e. Barcode 1). In the ATypebd

n
used to save barcodes (i
t

i
value settingsi box enter type setting, by whioayh t he
number). The AOptionsfA button enables you to set your
barcode.

The ABarcodesidi window allows you to change the gener a
Settings
Type: Height:
| Code 128 ~| |os
Drata:
[4UDITPRO
Qlipboard| Frint | Save

AUDITFRO

K | Cancel Help
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Items:
Type - the method of barcode generation (Code 39, Code 93, Code 128 and Denso

QRDraw)
Height - the height of barcode bitmap generated
Copy - copy the barcode picture into clipboard
Print - print the barcode picture
Save - save the barcode picture to a file

nNthe ADefinition/Assets/Attributes fi window select t
barcodes. Press Enter (adjust) and transfer the barcode setting (i.e. Barcode 1) from the

general list of settings (sub -window All settings) into the item settings list (s ub-window Item

settings).

Several (various) settings for barcodes can be used and can be generated (i.e. for each type of

item separately) with various settings.

Working with barcodes

Recording barcodes is possible using the Asset Management Module. The as sociated functions
are located in the context menu/Barcodes. The following operations for the individual items can
be carried out:

Generate - create a barcode based on value settings attributed to it and save (attach) the

generated bitmaps to the appropri ate item in the database
Export to file - export the barcode bitmaps from the database to external files
Print - print the barcode saved in the database

AuditPro - System for Active License Management
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14.2. PRINTING BARCODES

Set up the printer

Check and modify as necessary the initial barcode printer setting in the
AWi ndows/ St art/ Settings/Printersfi window. Check, in p
orientation (Portrait/Landscape). A list of all | abel
Attributesfi window where you c aessarg size is aot avadlable.Treb e | i f
| abel can be set as active for the printer through AF
21 2ix]
Forms |F'nrts | Driversl Advancedl -
@ OMG LabelMANAGER 450 Advanced Document Settings
Foims on: MATRI= El% Paper/OutpUE
ﬂ &I : g IAuditProBarcode ;I
o SaveFom e Copy Count: 1 Copy
-z Document Options
_ . Advanced Printing Features: Enabled
Formmame:  |AuditPra B arcode HalFtoning: Super Cell M
[~ Create a new form % Printer Features
[efine a new farm by editing the existing name and - Label Width: 24 mm (1%
measurements, Thenclick Save Fom. Continuaus Paper: Disabled
X - Tape Cassette Color: Black on White or Clear
Form description [meas. itz)
. X - Tk Qptions: Cut
Urslee & Metiz " Englsh . Label Alignment: Centered
Paper size: PFrinter area marging:
it |5,EIE|cm Left: |U,ElElc:m Jop; |El,ElElc:m
Height: |2,4Dcm Fight: |U,DDcm Eoltom:lD,DDcm
0K I Cancel | Apply
ok I Cancel
If more than one printer is connected to the computer it is possible to select the printer and
|l abel in the fABarcodes/ Print setupo window.
[~ Use default printer
Pririter:
[DYMO LabeMANAGER 450 I
Paper:
AuditPro Barcode
" Partrait i Landscape
0K Cancel
Recommended printers
Dymo LabeIMANAGER 450
14.3. PERFORMING THE INVEN TORY
Barcodes eliminate manual asset tracking when performing asset inventory . AuditPro helps
administrators to show inventory status report:
OK - found
N/A - not found
New

Moved (inventory by departments or buildings)

AuditPro - System for Active License Management
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This report can be used as source for creating Inventory protocols
The process of performing inventory

Creating list of assets to inventory

loading the list into barcode reader

Scanning assets with the reader

Importing data fr  om the reader to AuditPro
5. Viewing inventory report

Barcodes are also incorporated into generated asset reports (passport, handover protocol, asset
report) so better identification is enabled.

PwbdE

Recommended barcode readers

SocketScan (www.socketscan.com)
Pret ec (www.pretec.com)
Symbol PDT 8100 (2d Codes)

AuditPro - System for Active License Management
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TION ON POCKET PC

Connect the Pocket PC to the computer, which will be indicated by the
ActiveSync application. The latest version of the application can be obtained

from

il

Fle Wiew Tools Help

http://www.microsoft.com/windowsmobil e/downloads/

@ SWIIC @ Scheduls 3) Explore

Guest
Connected @

Show Detail: ¥

Install the SocketScan and SocketScan Trigger from the installation CD supplied with the reader

or from http://www.socketcom.com/support/support_bar.asp?Type=RFID on the Pocket PC.
x|

Select a program's check box if you want ta install it an pour
mobile dervice, or clear the check box if you want to remove the:
pragram from pour device.

Mote: If a program that you installed is not listed, the program was
hiot designed to be uzed on your mobile device.

[@ Socket SocketScan Software 9577 K
% Socket SocketScan Trigger 224K

— Program dezcription

Space required for selected programs: 00K
Space available on device: 30733.0K

v Imstall program inta the default installation folder

To remove the selected program from both A
your device and this computer, click Remoye, _ DSMOVE-.. |

Qk I Cancel | Help |

" Femawe from bath location:
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After installation, start the SocketScan (successful activation is indicated by the third icon from
the left at bottom right) and SocketScan Trigger applications (running is indicated by the
second icon from the left at bottom right)

i o 4¢ 1:06
{3 Thursday, May 01, 2003
Pictures Pocket Excel Pocket MSMN El Tap here ko set owner information
E Mo upcoming appointments
Pocket ScanDemo Socket
Word Trigger RFID
IIiII Ilill -Ilillii
Socket Socket SocketScan
Trigger Scan  Trigger Trigger _
Select =
Socketscan [ IUES
Services |
Client -
E|*

Plug the RFID reader into the Pocket PC

Pushing the SCAN button on the screen activates the reader laser. The Pocket PC is then ready
to read barcodes. If pressing the button does not successfully activate the laser, unplug the
reader (wait a few  seconds) and then plug the reader into the Pocket PC again.

Copy the Program Files/AuditPro/FILES/Inventory.exe application into the Mobile Device \My
Documents folder.

Start the Inventory.exe application on the Pocket PC. If either SocketScan or SocketScan
Trigger was running prior to activation of Inventory.exe they must be terminated and restarted
subsequent to activating Inventory.exe.

I'n Menu/ Tool s/ Devices, select ASocket Scani and then
start applications in the f  ollowing order: Socket Scan, Socket Scan Trigger and Inventory.

15.2. PREPARATION FOR THE INVENTORY

v All objects to be subject to an inventory must have a Barcode -type attribute assigned.
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Properties E
Attribute |
Marme v Active v Display in reports
IBarcode
Type: [T Show existing values
Barcode ~| £ Glabally
€ Locally
[~ Duplicity not Allowed
Generate from attribute value: # Globaly
1 Locally
Ireventory number ;I
[T Sequence
 Globally
1 Locally
L&zt value:

—

lcar:

M Earcode |

Uzage: All Aazet Types

& Calculator < | &0 Camera i

Camptiter Document

& Copier b | & Fax

il Department ﬂ-ﬁi Firrn

@ tobile phone il Folder

@ Phaone @ Handszfres M
£ p—r—(

0K

| Canicel |

Help |
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For Barcode -type attributes it is stated from which attribute (e.g. Inv

will be generated. The attribute value must be completed.
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entory number) it

mE=x)

% Assets
Inuse lStDck ] Hepair] Disabled] .-’-‘n.ssuciatians] Inventury]
=W [DE_ _glopment |Jser Group | Link. ko asset
@ A Administrator [ ] Cwner
@ [Fax] FC44 £ svoboda [] In Use
=i [Department] Marksting < Y
[Computer]
& [Phone] AS01 326711711 | Attribute | value |
2 Model HF77
£ Type
@ Filing number
IMO00z
,,,,,, IMODDZ. brap
Date | Process | ~
% 20.05.2008 In use [In use]
@ 20,05,2006 Assigned to user svoboda [ ]
& 20.05.2008 Assigned to user Adminiskrator [ ] i
< »

In an inventory conducted to register Containers, objects considered to be Containers

(e.g. a Department) must also have a Barcode

-type attribute assigned including the value
of the attribute from which it is generated. Note: AuditPro enables automatic attribute value

numbering (the,so -cal |l ed, ASequenceo) that can be set
% Assets E]@
Inuse lStock ] Hepair] Di&ahled] Axsnciatinnsl Im-'entory]
—-i% [Department] Development |ser Group Link to asset
€ [Copier] HPF7
@ [Fax] FC44
—-i8 [Departmant] Marketing < 5
[Computer]
& [Phore] AS01 326711711 | Aktribute | value |
£ Mame Development
L0 . brp
Date Process |
% 20.05.2006 In use [In use]
£ >

Note: If You use other device than SocketScan, e.g. integrated barcode reader or

other device You will need to install device drivers or other supporting software. For
the product Symbol install the DataWedge software. For the product Pretec Whanto
SD Barcode Reader install and run Pretec Barcode Keyboard Emulator, run inventory

and go to Menu/Tools/Device/Keyboard Emulator.
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Performing inventory with Pocket PC
Export the inventory list in AuditPro (for procedures see the Assistant)

Copy the Inventory.csv into the Pocket PC, e.g. to the Mobile Device \ My Documents
folder

Start the Inventory.exe application in the Pocket PC, the contents of the Inventory.csv
file will be read and the list of the assets recorded in the inventory will be displayed.

l.f:}? Inventory o< 10:25 9
Type Lakel Location | ID

Departr Developrr  DOOO1
Developrne Fax FC44 IMO001
Developrm: Copisr HRP77 IMOo02

Departr Marketing  DO0OO2
Matketing Comput [Cormpute  IMOOO3
Marketimn Phone  ASO1 32

4] i [ [ »
File Edit Tools P27 E|*
In case of stock -takes according to departments, select the object type that constitut esa

Container (e.g. Department and the current department in which you are located) in
Menu/Tools/Containers, and press OK.

If the Department also has a barcode assigned and the value is read during the stock -

take the application will recognise that and automatically switch to the relevant
department.
{2‘:3" Inventory o< 10:26 @
Container object type:
[Departrent -|
MHarme |

Marketing

E|‘
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Then, start the stock  -take; scan the objects one by one by putting the laser close to the
objectdés barcode and pushing the ASCANO button. |f
enter it manually, u  se the Menu/Tools/Manual Data Entry and enter the value in the

fiBarcodeo field.

I f the object is successfully |l ocated at the right pl
will be displayed with an option for confirming the successful location (OK button), or with an
option for adding a note or user of the object.

: j‘ Inventory o< 10:25 @

Type:

[ -|
Label:

|as01 326711711 |
Location:

|Marketing v|
JIN} 1Dz

|imooo4 | |
Lser:

|r‘u:wal=: [1] v|

Process: [ ] Protocol
|' 'l Ok | X
mHote:

For newly -located objects, a warning and then a card where attributes can be entered
will be displayed.
If an object is found in the list but in a different department than the currently selected
department there will be a warning with a query as to whether to leave the object in the
original location or to transfer it to the new location.
The Process field also enables additional recording of the selected process type (e.qg.
Release into use, Change of location, Storage, etc.)
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15.3. INVENTORY IMPORTING AND REPORTING IN AUD ITPRO

After the import of the inventory list, all changes will be reflected in the inventory report
under AuditPro. The AStatusi col umbpftheebotaterent s t he
completion of the stock  -take:

OK - object found with no changes

N/A - object not found

New - a new object found and added in the AuditPro register during the stock -take
Moved - object was found in a different location.
The stock -takepr ot ocol can be compiled by saving the i#l
in Excel through the Menu/File/Save As option.
#5 Inventory E]@
Container | Asset bype | Label | i8] | 102 | Skatus | Inventory number | Barcode | In Use
@ Department  Deweloprent D001 Ok Daoo1 “%D0001.brmpe
@ Development  Fax FC44 IMoo01 Ok, IMoD01 %IM0001.brop%  stastnw [ ]
@ Development  Copier HP7T IMoooz Moved  IMODDZ %IM0002.brp%  svobodal[ ]
@ Department  Marketing Doaoz 8]4 Caoo2
Markeking Compuker [Computer] IMO003 01 IMOD03 %IM0003.bmp%  novak[]
@Mark&ting Phone A0l 326711711 IMOO04 [ IM0004 %IMO0004,bmp% nowak [ ]
£ 2
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Microsoft SMS 2000/2003 , Microsoft SCCM 2007 commonly collect data which can be copied
(imported) into AuditP  ro database and further processed to get regular results based on the
same principle. Compared to MS SMS AuditPro offers more sophisticated and effective process

of working with the information, complex and updatable products library, optimising methods

and system maintenance including automatic tasks, based on more technologies (IP discovery,

AD i mporting etc.). Also the results acts as a basis
hierarchical reports, comparing with data from the performance monitoring mo dule, integrating

with the Assets management module etc.

This module provides importing information about computers from external data source thus no
AuditPro client installation is necessary

Compatibility:

Microsoft SMS 2000/2003 , Microsoft SCCM 2007

Note: Microsoft SMS 2000/2003 /2007 compared to standard AuditPro client does not provide
100 % of information  (e.g. last accessed date of file, file owner, file CRC), it also does not collect
information about data files (e.g. AVI, MP3) and You cannot disp lay User forms as one of
AuditPro client advantages.

16.1. CONFIGURING AUDITPRO

Click the Connector button on the toolbar

Type the name of SQL server containing SMS database - Location (Computer Name)

Type the name of SMS database (e.g. SMS_000) - Database name

The list of all computers from MS SMS database will be displayed. You can select all or
some of them to import into AuditPro database.
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Computers, Users information

Computer_System_DATA

Add_Remove_ Programs_DATA

System_DATA
SoftwarelnventoryStatus
System_Enclosure_ DATA
Operating_System_DATA

TComputer
TDomain
TGroup
TUser
TScan
TSysteminfo

File information

Softwarelnventory
SoftwareProduct
SoftwareFile
SoftwareFilePath

TFilelnst
TFileInstHistory

Hardware information

Disk_DATA
Processor_DATA
PC_Memory_DATA
Video_Controller_ DATA
Sound_Devices_DATA
Modem_DATA
Netcard_DATA
Keyboard_DATA
Mouse_DATA
Desktop_Monitor_DATA
CD_ROM_DATA
System_Enclosure_ DATA
Parallel_Port_ DATA
USB_Controller_DATA
SCSI_Controller_DATA
Tape_Drive_DATA

TDevice
TDeviceHistory
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AuditPro Helpdesk module represents a systematic tool for recording requests/problems/questions
posted by users. A user (requestam approach a structuralised information base concerning a
specific areaThe alministrator uses the helpdesk to provide speciaiststance and get an

overview of the system dynamism at the same time.

17.1. INSTALLATION AND INITIAL CONFIGURATION

AuditPro Helpdesk is installed after the basic AuditPro installation as it uses the same (shared)
database. In a station with IIS (Interh&fiormation Server), install the following

Prerequisites:
NET Framework 4 (DOTNETFX35SETUP.EXEvailablefrom AuditProCDROM or
http://www.microsoft.com
1 Windows Server 2008 R2 Standard:
o Server Manager/Roles/AdRoles/Web Server (11S)
A Role Services: Windows Authenticatidi$6 Management
Compatibility
o Start/Control Panel/Programs/Windows Features/Add Feature/.NET
Framework 3.5

If the 1IS was installed before.NET Framework run the 1IS additional configuration:
C:\WindowsMicrosoft. NET\Framework6¥%v2.0.5072Yaspnet_regiisi

Windows VistdWindows 7 install additional components:

1 Start/Control Panel/Programs/Windows Features/Internet Information Services/Web
Management Toold$6 Management CompatibilityS Metabase and 1I1S6
configuration compatibility

1 Control Panel/Programs/Windows Features/Internet information services/World
Wide Web Services/Application Development FeattA88.NET

1 Control Panel/Programs/Windows Features/Internet information services/World
Wide Web Services/Security/Windows Authentication

Helpdeskinstallation:

Run Helpdesk installation fileProgram FilesuditProHelpdeskHelpdesk.msi)

a) Using command line: Windows Vista/Server 2008/Windows7: run cmd.exe as administrator
and enter: msiexec Hfelpdesk.msi

b) Using graphical user interface: double click on the fild>@igram
FilesAuditProHelpdeskSetup.exe
64-BIT Windows (Vista/Server 2008): Open IIS manager, find Application Pools folder,

select DefaultAppPool or add new one and click Advasetthgs/Enable 3Bit applicationg

true
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Initial (postinstall) configuration:
Modify the connectionString iteminsideC:\Inetpubwwwroot\Helpdeskweb.configfor
current database connection
1 MS SQL Windows auth: Provider=SQLOLEDB;Data Source=  (local) ;Initial

Catalog=AuditPro;Persist Security Info=false;Integrated
Security=SSPI;

T MS SQL 2005 Express (Windows auttPjovider=SQLOLEDB;Data
Source=. \ SQLEXPRESS;Initial Catalog=AuditPro;Persist Security
Info=false;Integrated Security=SSPI;

1 MS SQL (SQLauth): Provider=SQLOLEDB;Data Source=  (local) ;Initial
Catalog=AuditPro;Persist Security Info=True;User
ID=myuser;Password=mypassword;

1 Oracle:Provider=OraOLEDB.Oracle;Data Source=XE; User ID=auditpro;
Password=auditpro;Persist Security Info=True ;
1 For the Oracle database modify the itemvacle  value ="1"
In the case of windows authentication set up this also on the 1IS (see the chapter
AAut henticating userso)
RunAuditPro, open the Users windoand add Helpdesk usgenter Name, Surname,
Username, check theH e | p checkbkxiand enter passwandProperties
Go to Options/Access and add the local account ASPNET with full access
Log on to the Helpdeskdefault web page is available frdnttp://localhost/helpdedk
Go to Option&Generaland enter the email address for answering Helpdesk eamaiSM TP
serverfor sending emails
Go to Organisation/Orginits and add one or more organisational units

17.2. UNINSTALLING HELPDES K

a) Usingcommand linemsiexec /x {8800223®7824916ACD3-B7AAA405654F}
b) Using graphical user interface: Windows Start/Settings/Control panel/Add or remove
Programs/AuditPro helpdesk Uninstall

17.3. REINSTALLING HELPDES K

Create a backup of the file: \@©xretpubwwwroot\Helpdeskweb.config

Uninstall helpdesk (see instructions in the previous chapters)

Install helpdesk using the setup file helpdesk.msi (see instructions in the previous chapters)
Restore the web.config file into Bretpubwwwroot\Helpdesk folder

PwphPE
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AuditProHelpdeskis implemented using web interface supported Microsoft ASP.NET2.0,
AJAX technology The mainnavigation tree is on the left side and contaiagomplete list of
sectionsThe right side containgrid -viewsor detail-views Grid-view filt er is available for sorting
items by column valuedhe gridview allows lasic operations liker Insert.#" Propertiesand #
Delete or even other operations.

I KB

7AUditPro’ sasoesx

= HELPDESK
= QUEUE

- TicKETS
- EmanLs
B 1085

[E) Fag
ANNCUNCEMENTS
[ powmnLoADS

=] ORGANISATION

- § ORG. UNITS
g TEAMS
- f UsERs
=
-l cusToMERS

é--@ DEFINITIONS

e[l rTEMS
L [ih TEMPLATES

é--@ OPTIONS

- GENERAL
-[F) RULES
) s

é--@ REPORTS

Ry ANSWERS BY USER
Qi) TICKET RESOLUTION TIME
R USER SATISFACTION

R SOLUTIONS

T ADD-INS

| wditPro Glosl x| [English v || PETRS || LOGOUT
ol TICKET
Date 10/2/2007 9:02:30 PM ‘ﬁ
Number 34
Type | =l
Channel I‘Nebpqst |
Category | =l
Priority | Normal =]
Status |Open =]
User |PErR5 =l
Assigned To |TOMASS =]
Team | =
Customer fruconneXion, a.s &+
Subject
Due Date e

Problem || Resolution || Comments || Attachments || Emails || History

4"

]

Rating

SAVE EMAIL REPLY

CREATE FAQ

DELETE

Admini stratoro6s
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17.3. AUTHENTICATING USERS

User and Password Form

A usercan only log in basedfter entering the user name and password assigtiee user in the
AuditPro user group. When the Helpdesk site is found, the Idgdog will appearThe identity

may be saved in Cookies (checkbox ASaveo).

mail address; your password will arrive in amail to your address. This method of logging on is
suitable for users with access from the Inteordntranet.

_/'j’ AUd I1Pro’ wewsesc

PrihlaZeni

Uivatelské jméno IJ osef

Heslo I-----

¥ Lozt

PRIHLASIT

Web.config setup:
<authentication mode="Forms">

<forms loginUrl="/LoginPage.aspx" timeout="10080"/>
</authentication>
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Integrated logon is a process where the access to the Helpdesk is possible based on the currently
logged on user in Window (with Internet Explorer running). No password is necessary and the logol
form is not showed. The identity is verifiadtomaticallywithin the Helpdesk and the user name of

the user currently logged on is looked up in the Helpdssklist. If found the user is logged on
automatically. This logon method is suitable for users on the Intranet.

Integrated Logon

Web.config setup: IIS setup
o _ Turn anonymous access off, ledategrated
<authentication mode="Windows"/> Windows Authentication

<identity impersonate="true"/>
B3

=l Enable anonymous access;

Use the Fallowing Windows user account For anonymaous access:

User name: IIUSR_MATRIX Browse. .. |
Password: Innnnn

[~ Authenticated access

For the Fallawing authentication methods, user name and passwaord
are requited when:

- anonymous access is disabled, or

- access is restricted using NTFS access contral lists

¥ Integrated Windows authentication

™ Digest authentication For Windows domain servers
I Basic authentication (password is sent in clear text)
™ \MET Passport authentication

Default: domain: Seleck,.. |
Realm: Seleck, .. |

[al'8 I Cancel | Help |

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww



_/{/79

LDAP Authentication

LDAP verification suits cases where there is access from multiple sites (Internet, Intranet), but also

from multiple PCs which do not necessarily have been listed in a domain, however, there is a
Active Directory database with user names, namesiés etc. which should be used for logon.

Identically to integrated logotheuser identity is used from the domain; however, the domain name,

user name and password for the domain must be entered.

_/'_/f AUd iT1Pro’ seweoesx

Doména |m}rdnmain

Prinlageni

UFivatelske jména I._IDEEf

Heslo I-----

PRIHLASIT

Web.config setup:

<add key="adPath" value="LDAP://domainname"/>
<authentication mode="Forms">
<forms loginUrl="LoginPage.aspx" hame="adAuthCookie" timeout="10" path="/"

</forms>
</authentication>
<authorization>

<deny users="?" />

<allow users="*" />
</authorization>

<identity impersonate="true" />

Anonymous logon

Anonymous entry of a request (by entering anagl) - the possibility of entering an anonymous
request and checking its history based on an access password.
Anonymous access to the Helpdesk to view frequently asked questions.
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17.4. TICKETS , EMAILS,J OBS

The Queue folder contairdist of all items(Requests, Emaildobs Orders.

A Ticket is a basic helpdesk entiiyhich receives most attentiodsually a new requessi added
throughtheweb interface

Items:

Number- sequenca@umber of the requesinindependent value is generated automatically

for each organisational unit

Date- date ofrequest entry

Due date date when the request is to be completed,; if it remains unsolved after the deadline
the column is displayed ineHist anchighlightedin red

For better comprehensibility, item values from code lists can be assigned to each item.

Type- request type classification

Category request category

Priority - priority from the perspective of importance or urgency (Ioarmal, high etc.)
Channel method of entering the request (telephone, web, created froail etc.)
Status- current solution status of the request (new, open, closed etc.)

New items may be added in Definitions/Items

Subjects of the request:

Items:

User- the person who entered the request; selection from a user list; the current user is
default upon creating;

Assignedo - the person to address the request; selection from a user list

Team- the team to address the request; selection from a team list

Customer the subject where the request originated; selection from a customer list

Subject- brief description of the problem visible in the list of requests

Problem- complete description of the problem in html format

Solution- complete descripn of the problem solution imtml format

Jobs- list of jobscreated (assigned) from the request. The list of requests displays the numbe
of relatediobs

Comments list of comments on the request including the date and user

Attachments list of files attached to the request

Emails- list of emails related to the request

Logging- list of charges in the database in relati@rthe current record

Confirmation- list of confirmationprocesses including the date, user and result

Rating- the user whe@ntered the request may evaluate the quality of the reply or entire
solution process in the end-flscale)

Operations

Save- saveanew or existing request
Creatgob - create a neWob assigned to the request
Convert to jold convert current ticket ta new job
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Helpdesk supports automatic download of emails from mailboxethe POP3 or IMAP protocol,
aswellassendingmai | s via SMTP. I ndependent setup foc
upload it possible; the mail is assignedomutically to each unit afterwards.

The email queue iglisplayedn a tree structure. Subsequent replies are put below each initial e

mail. The entire branch is deleted when the rewiad is deleted.

Emails

The rules allow subsequent creation of requests é&omails received. Besides text contentsnail
attachments are saved in the database.

Iltems:
Date- date of sending
From-t he sender-haladdresssie and e
To-t he recipientds address
Cc-t he r ecmadaddress 0 s e
Subject- the subjecof the email
Text- text of the email in html format
Attachments a list of files attached to thereail

Operations
Reply- prepare an-enail message for reply aseénding the reading mode changes to
response composing mode
Forward- forward the email to another recipient
Send- save and send theneall
Save- save the @mail for later dispatch
Delete- delete the enail

Jobs
Jobsserve as a structured queue of wolbsfor users or teams.

ltems:
Name- name ofjob
Subject- short description of the job
Number- sequence number of tiab; the value is generated automatically, independently
for each organisational unit
Date- date when th@b originated
Start date expected date of beginning the performancdejab
End date expected date of ending the performance ofdhe
Due date date by when thpb is supposed to have been solved; if it remains unsolved after
the date the column will be highlightedriedin the list
Date finished date when thg@b was completed

For better comprehensibility, item values from code lists can be assigned to each item.
Type- job type classification
Category- job category
Priority - priority from the perspective of importance or urgency (low, normal, high etc.)
Status- current solution status of teb (new, open, closed etc.)
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Subjects of th¢ob:
User- the person who entered tjod; selection from a user list; the current user is default
upon creating;
Assignedo - the person to address tjob; selectiorfrom a user list
Team- the team to address tfub; selection from a team list
Customer the subject where theb originated; selection from a customer list

ltems:
Text- complete description of theb in html format
Comments list of comments on th@b including the date and user
Attachments list of files attached to thieb
Logging- list of charges in the database in relati@the current record

AuditPro - System for Active License Management
Admini stratoro6s Manual . Further information at ww



_/{/83

Orders
Registering orders, optional interconnection withAlsset Management module.

ltems:
Number- sequence number of the order; the value is generated automatically, independently
for each organisational unit
Asset- object type from the Asset module
Model-t he fAModel 0 property tedtothe s¢lected typesosobject; m
the list is generated from all unique occurrences
Quantity- the quantity ordered
Price- expected or actual price of the goods ordered
Supplier- the supplier of the goods
Subject- brief description of the order ntent visible in the order list
User- the user that entered the order
Assignedo - the person to address tbeler, selection from a user list
Date- date when the order originated
Date Shipped finished date

For better comprehensibility, itewalues from code lists can be assigned to each item.
Type- order type classification
Category order category
Status- current solution status of the order (new, open, closed etc.)

New items may be added in Definitions/Items

ltems:
Text- complete description of the order contents in html format
Comments list of comments on the order including the date and user
Attachments list of files attached to the order
Logging- list of charges in the database in relati@rthe currentecord
Confirmation- list of confirmationprocesses including the date, user and result

Operations
Save- save the new or existing order
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17.5. KNOWLEDGE BASE, ANNO  UNCEMENTS, DOWNLOADS

The knowledge base contains three areas of information for users.
FAQ (Frequently Asked Questions)

Frequently asked questions are compiled of the existing, repetitive requests; they are offered in the
public section of Helgesk to a wide range of users.

ltems:
Number- sequence number; the value is generated automatically, independently for each
organisational unit
Symptoms a description of the external symptoms of the problem
Keywords- a list of keywords associated with the problem
More information- related additional information on the problem (e.g. links)
For better comprehensibility, item values from code lists can be assigned to each item.
Category category classification
Type- type classification

Items:

Problem- a full description of th@roblem in html format

Solution- a full description of the problem solution in html forma

Rating- users who read the frequently asked questions can evaluate the qtialdyale)
Operations

Save- save the new or existifgequentlyasked question

Announcements

Announcements serve primarily as a notice board for user messages with a specific start/end date.
ltems:
Name- name of the announcement
Date- date the announcement originated
Start date expected date of beginning of announcement visibility
End date expected date of end of announcement visibility
Text- complete description of the announcement contents in html format
Administrator- the user who created the announcement; selection from a user list; the curren
user is default upon creag
Rating- users can evaluate the qualitygkcale)
For better comprehensibility, item values from code lists can be assigned to each item.
Category category classification
Type- type classification

Downloads

Downloads offer the option of keeping dataoterfiles from the filesystemin the Helpdesk
database and offer those to users for downloading.

Items:
Date- date the download originated
Name- name of the download file
Subject- brief description oftie problem visible in the request list
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Link - if ticked the contents of the file will not be saved in the database; only the link will be
saved
File - the path to the file to save on the disk
Description- brief description of the file contents
Rating- users who download files can evaluate the quality ¢tale)
For better comprehensibility, item values from code lists can be assigned to each item.
Category category classification
Type- type classification
Operations
Save- save the new or existy download

17.6. ORGANISATION
Organisational Units

Organisational units offers an option of separating the contents and user rights by hierarchical
units. Organisational units have a tree structure. It applies to each lower branch level that their
contents are invisible to each other. The root branch has a complete access to all units, or the user
with a higher hierarchical unit assigned have access to all of the lower units.

Items:

Name- name of the organisational unit

Description- descrption of the organisational unit

UID - unique identifier of the organisational unit; used e.g. for anonymaessto the

organisational unit

Parentorganisational uni the unit in which the auent unit should be classified
Operations

Insert- add an orgasational unit

Update- save changes in tloairrentlyselectedrganisational unit

Delete- deletethe current organisational unit

Teams

Teams associate users into units for a specific purpose (e.g. working on idebsical distribution
lists for emai distribution)

ltems:
Name- name of the team
Description- description of the team
Email - email contact shared by the entire team; suitable-foa#és within the rules
Org. unit- organisational unit under which the team operates
Members- list of users who are team members and a list of other users; options of
adding/removing users including the designated team leader
Comments list of comments on the team including the date and user

Operations
Save- save the new or existing team
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Users

All new user logins to Helpdesk are added tollserssection. The list is common for AuditPro
users; this means that users can be imported into it from the Active Directory as well as by other
means.

Items

Photo- user photdile

Active - user status; if inactive, the useyes not have access to Helpdesk

User name user identificationidentical to the Windows or Active Directouger name for
integrated logon

Firstnamet he user 6s first name

Surnamet he user ds sur name

Email-t h e u-mal address e

Password password foaccess to Helpdesk via the form

Confirm password verify correctness of the password entered

Customer the entity to which the user belongglection from a customer list
Away until - date till when the user is unakable for work within Helpdesk
Role-t he user OHelpdeskl e wi t hi

Org. unit - theorgansationalunit to which the user belongs

Languaget he user ds initial pdeaskguage s
Departmenttheuser 6 s department (text fie
Phone-t he userd6s telephone number
Number-t h e u s @al 6r sdenpfieation number

Item1 - custom item 1 to be subsequently defined

Item 2 - custom item 2 to be subsequently defined

Note- notes on the user

etup
I

- C

d

For better comprehensibility, item values from code lists can be assigned to each item.

ltems

Type- user typology

Department list of departments, possibility to classify the user in a department
Teams- list of teams, possibility to classify the useriteam

Comments list of comments on the user including the date and user
Attachments list of files attached to the user

Logging- list of charges in the database in relati@rthe current record

Operdions

Save- save the new or existing user

Roles

TheRoles section allows access right set up

Predefined roles

Administrator- unlimited access to all areas with unlimited authority to change rights
Customer a customer; entering requests, access to the knowledge database
Dispatcher initial e-mail, request anpbb transfer and distribution

EndUser- end users, entering requests, access to the knowledge database
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Manager- reporing, statistics

Operator- generating requests from incoming phone calls
Partner transferring problemBom customers; mediator
Supporter replying to emails, addressing requests

ltems
Title - name of the role
Description- brief description of the role
Access rights a list of all parts of the navigation tree, navigation tree items cagshrécted
at operation level
o View - items will not be displayed for a user with the r(tlee navigation tree will not
include the relevant items
0 Add - users with the role will not be allowed to add new items
o Modify - users with the role will not belalved to change contents of items
0 Delete- users with the role will not be allowed to delete items
o Only my own- users with the role will only view their own records (requgets
etc.) in the relevant section
Operdions
Save- save the new or existingle
Customers

The Customerssection offers a register customers who can be attributedhtle, requestgobs,
orders or users.

ltems
Active - customer statys
Name- name of the customer
Description- a brief description of the customer
Email - 2 items for email addresses. Incomingnaail is automatically scanned for customer
e-mails, in case of identity a customer is assigned to-thaieautomatically

For better comprehensibility, item values from code lists can be assigned ttegach
Type- customer classification by type
Category customer categorfe.g. industry, transport e}c.
Priority - customer priority for problem solving

Items
SLA-t he customerd6s initial SLA, selection
Rating- customer evaluationytselected criteria
Comments list of comments on the customer including the date and user
Logging- list of charges in the database in relati@rthe current record
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Departments

Departments are used to divide users into groups

ltems
Name- name ofthe department
Description- a brief description of the department
Email - e-mail contact shared by the entire departmsumtable to receive-mails within
regulations
Number- department number
Org. unit - the organisational unit where the department belongs
Members- a list of users who belong in the department, and a list of other users; possibility
of adding/removing users and marking the department head
Comments list of comments on the departmentlirding the date and user

Operations
Save- save the new or existing department
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17.7 DEFINITIONS
Items

Theltems section helps to define new fields for items like Category, Priority, Type etc. Code list
items are attributable to multiple entities (shared)exessary e.g. Requestgdobs, Customers etc.

Templates

Templatesdefine theappearancef selected text sections of the Helpdesk. The basic code lists
contain,e.g.the Helpdesk signature template for nemails or autoratic reply to each new
message.

ltems
Name- name of the template; this is displayed in thegkate selection with the rules
Description- brief description of the template
Subject- the field displayed in the-mail generated from the template
Text- full template text in html fornmta
For Subject and Text items, one can define variablagich a value from the appropriate table will
be added in compliance with the relevant rule, @J.ICKET_DATE%, %TICKET _NUMBER%.

Operdions
Save- save the new or existing template

17.8 OPTIONS
General

Email settings
Fromname-t h e s e n deg. Erst Nama Suename
FromE-mail-t h e s e-maladdréss e
SMTP serverSMTP Port- address and port of the server used to send out mail. If you do not
know the item please contact ydaternetService Provider otAN administrator
Download emad - turn email download on
Type - the protocol to download mail wititOP3/IMAP)
Server- the address of th€ OP3/IMAP serveof the email account. If you do not know the
item please contagour InternetService Provider or LAN administrator
User name theuser name to enter the account
Password user password
SSL- secured communication (SSL) canused

Layout settings
Pagesize- the number of lines per page in individual ligequests,jobs etc)
Undefined listg behavior (appearance) of undefined items

ltems
Registraion - the organisation name for AuditPro registration
Build - build date of the helpdesk
Helpdesk addressURL of the Helpdesk; the address can be used for instance in templates
throughthe variable %o HELPDESKADDRESS%
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Operdions
Save- save the settings
Generate a search indexgenerating (recreating) index files for fudixt searching

Rules

Rulesareused to create mechanisms of performing target action based on source action.
For example notifying a certain user or usersnya@ of all new announcements

ltems

Active - status of the rule
Name- name of the rule
Description- description of theule
Date - date of entry (generation) of the rule
Start date start date for the applicability of the rule
End date end date for the applicability of the rule
Source table the table that carries source information for the rule. In most casesgechang
tracking must be turned on for the table at the same time
(LoggingTable.LOGGINGTABLE_ACTIVE = 1)
Source columnsCOLUMNS_UPDATED()value concerned by the rulghis only applies
to changes in the source talilee UPDATE operation
SourceSQL - additional conditionif valid the rule will be exercised
Source action type of action that causes the processing of a(INBERT, UPDATE,
DELETE). This relates to information recorded in fhieoggingDatatable(change tracking
Target action

o0 Insert- a new record in entered in the tafdee Target Tabje

o Update- a record in the table is modified

0 Delete- arecord is deleted from the table
News- reflect this in the News on the title page
Sende-mail - User- send a message to the user with owmpref the entity(..._ USER_ID)
Send email - AssignedTo - send a message to the user to whom the entity is attributed
(..._ADMIN_ID)
Send email - user's team leadesend a messagetothedsesr t eam | eader
Send email - user's department leadesenda message totheuées depar t ment
Parenttable- the action concerns the parent taf@eay. for attachments or comments
attributed to individual entitigs
Template- the template for the outgoingneail associated with the rule
Target table anoter table where the entry or update is m@dg.automatiogeneration of a
request from an-enail)
TargetSQL command SQL scriptapplied within the framework of the rule
Org. unit - the target organisational unit (unused so far)
User- the target use
Team- the target team
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SLA (Service Level Agreement} registration and optional attribution of SLA by customer type
which results in various response time definition for new requests

SLA

ltems
Active - SLA status
Name- name of theSLA
Start date start date for the applicability of the SLA
End date end date for the applicability of the SLA
Description- a description of th&LA
Response time desired response time

Confirmation

Confirmationaims at distributing the request/ordeo@essing to processes where a group of users
enters requests and another groapfirmsthem. The process might be muéiel.

ltems
Active - status of theonfirmation
Name- name of theonfirmation
Description- description of theonfirmation
Date - date of entry (generation) of tikenfirmation
Type - type of confirmationrule (serialconfirmationsupported; the lower level must be
confirmedfirst before offering a higher level)
Level - the currentonfirmationrule level
o 1-the lowest levetlirectly related to the new entity (request/order); this must always
exist
0 2-the nextlevel
0 etc
Confirminguser- set up of users toonfirm orders, e.g. the department head of the user who
filled in the order, or a specific user or team
Notification - notification of the need faronfirmation
o Notify the confirmationperson of the request byneail - notification by email (one
level up) to theconfirmingusers on the fact that a certain request/order needs
approval
o Notify the application of settlerm¢ by email - notification by email (one level
down) to the users on the result of the relevant process level
Orderconfirmationprocess
At the moment when a user adds a request/order, a tsnfifmationprocesses (levels) atigeir
results appearin the detail view of theonfirmationtab. That is, for example 2 levels in total. For
the user whaonfirmsthe order, the fact will be displayedtime confirm column, in the list of
requests/orders (YER] = the first level must beonfirmed. The confirmationprocess is located in
the request/ order detail; i t Condirmibottsrs | bf e AR® |
button When level 1 has be@onfirmedthe next level follows. After theonfirmationof all levels,
the users who gemated the order is notified of the result.
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17.9 OTHER FUNCTIONS

Multilanguage - language support for user interfa@¥, EN, PL, RU.
News- the title page features the news itgi@g.a new frequently asked question, new
announcement etc.). The areas #iratincluded in News are defined in the rules.
Generally, the following types of entries can be added to most entities

Rating - subjective opinion of benefits for the ugerg. the solving of a request or quality of

a frequently asked questipn

Comments- short text comments, e.g. specific information on a request

Attachments - e.g. files attached to a request
Database operation and change log an option of setting up the logging of database changes on
individual table level for operatiodBISERT, UPDATE, DELETEA detailed overview of what
change, when and by whom was performed in the database.
Update concurrency- during request editing, it might happen that two or more users are trying to
modify a single request at the same time. Prewvgrany rewrite of user entries is addressed by
means of timestamp on the last modification of the item.
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18.7 SOFTWARE ASSETS MANAGEMENT VERSUS SO FTWARE AUDIT

A software audit is the cornerstone of the set of activities generally calle d fAsof @ssdasr e
managemento, this first stage of which is an audit an

18.8 WHAT IS MEANT BY LEG AL SOFTWARE?

The illegal use of software violates not only the Copyright Act, but also tax laws, selected

clauses of the Criminal and Accounting Laws, and many other laws. It is important that the

Criminal Law in many countries  does not affect companies (legal entities), but seeks a particular

of fender . It is true that the companyds statutory bod
that body hardly ever installs software. Who then has their head on the block? There is a line of

accountability from the company to the individual user installing illegal software, and everyone

in that line will be held accountable in some way.

18.9 HOW TO PR OVIDE EVIDENCE OF LE  GALITY?

Evidence of Il egality is typically provided with fAacqu
purchase, transfers, gift contracts, supplierds decl a
however, meet the following requirements: cle ar identification of supplier and purchaser, date

of acquisition, and product specifications (product name, version, language version and number

of |licenses). It is not enough for invoices I|listing C
softwareo falkF phieceéoof ¢é It is always necessary for t
specifications identifying software - see above.

18.10 WHAT IS A LICENSE CO NTRACT FOR?

Like acquisition documents, software license contracts are very important documents. If

necessary, the origina | of a license contract can be used as a document proving legal acquisition

of software. The author of such a contract conveys the conditions and scope under which the

software can be used. Since contracts of individual product versions differ, it is not s ufficient to
archive only one contract of a specified software type (for example Windows).

18.11 GENERAL CYCLEOFAS OFTWARE AUDIT

AuditPro allows the auditor to include all procedures and results provided by professional
software auditors. Many companies specialising in this field employ the following system for
their work.

Data scanning: Measures:
- Software A - Purchase
- Hardware ) ) Documentat
Installation o
ion:
Comparis - , - Data lists
| o A Needs A gnlnstallatlo A Reports
Records: . Guidelines - Statistics
- Documents A - Final Report
- Licenses -

Restrictions
- Inspection
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A list of frequently asked questions can be found at

FREQUENTLY ASKED QUE STIONS

www.auditpro.biz

send your request at

inffo@auditpro. biz.
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. If needed, you can also

19.8 RESOURCES

Microsoft Developer Network Library,

19.9 REFERENCES

Technical support and contacts
Audit ProE is a

registered

http://msdn.microsoft.com/library

trademar k

of truconneXi

19.10 CONTACT INFORMATION
Support: support@auditpro.biz
Distribution: sales@auditpro.biz.

Partnership Distribution:

partner@auditpro.biz

General Contact:

info@audi_tpro.biz

Address: truconneXion, a.s.
Czech Republic
199 Bol esl avsks§s
293 06 Kosmonosy

OIN: 25130331

TIN: 048 -25 1303 31

Registered at:

Section B, Entry 4732

Regional Commercial Court in Prague,

Telephone: +420 326 711 711
GSM: +420 777 746 616
Fax: +420 326 324 974
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19.11 GLOSSARY OF BASICTE RMS
Term General Meaning Meaning in AuditPro
Software Audit Comparison of the number of An entity comprising a set of
software installations with the audited computers,
number of licenses, including represented by collected
il i cense sett | e medata, andrelated to a specific
the purchase of new licenses or |time (audits can be repeated
uninstallation  of  unlicensed - see Add New Audit in the
software). AMenu/ Records/ Au
window).
Passport A record (document) of every An entity related to a
(also data list or individual computer that is computer and its user,
computer identified unambiguously, containing information on
specification information about hardware hardware and software.
sheet) and software, and data about Passports can be
the location of the computer added/displayed/signed en -
and its user. The report is used bloc on the Intranet or can be
when r esponsibility for the saved in various formats in
installed software is transferred Word
to the user. Three people (the (see the
user, the administrator, and the AComputers/ Passp
manager) typically sign it. window).
Installation A record (document) of An entity related to a specific
Report software installations that product (software),
contains the software version, containing information about
installation date, administrator, its
and computers on which the installations/uninstallations
software has been installed. on individual computers
(see the
AfSoftware/lnstal
Re p o r wirdaw).
Final Report A record (document) of an A document that can be
audit that contains entries of generated automatically from
the date, execution method, audit data
subjects/entities, results, (date/persons/results/measur
potential remedial measures, es) - see the
responsible persons, and other AMenu/ Records/ Au
data. window.
License Permission to execute rights to A recorded entity containing
use software specified by the information on the license
license contract. (dates, registration and ser ial
numbers, etc.) thatis used
for automatic comparison
(see the ASoft wa
window).
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20.7

SCAN.EXE COMMAND LI
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NE PARAMETERS

Parameter Function

/IR (RegServer)

Registers DCOM components for remote call

/RI (RegServer)

Dtto + Set Identity to Interactive user (see DCOMCNFG.EXE)

/ISERVICE
/SERVICE:username:password

Il nstall as NT service, def aul t

f

/U (Unregserver)

Unregister DCOM components

J/UNINSTALL Complete uninstall and delete files
/A (Auto) AutoRun after Windows start

IV (Visible) Display dialog box

/H (hide) Hide dialog box

/S (Start) Start scanning immediately

/DO (Disable Overwrite)

Disable overwriting previous SCN file

/DC (Disable Close)

Disable closing scanning  application

/F (Forms)

Display user forms

/I (UID)

Generate new unigue identifier

/I: (UID Restore)

Restore unique identifier with entered value

/L (Logging)

Write information on activities into log file

/B (Batch launch)

Disable batch blocking (suitable for starting
script)

from logon

/INI:[Path] Path to INI files (instead of SCAN.INI read
%COMPUTERNAME%.INI)

/ICL:[Path] Path to txt file containing list of ignored computernames

[FI Do not scan if no INI file found

/NOVELL Scan Novell -server (Asks to browse shared folder)

/TCP:[port]

Specify TCP/IP port for remote control

ITCP2:[port]

Specify 2 TCP/IP ports for remote control (second port =
port + 1)

IXP2

Set up firewall and DCOM (only AuditPro Scan)

IXP2A

Set up firewall and DCOM (machine default DCOM)

Ad mi
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20.8 SCAN.INI DESCRIPTION

Item list incIudini default values:

[Settings]

Dialog=1 Display the dialog, 1=yes, 0=no

UserForms =0 Displays forms

Anonymous=0 Anonymous audit

FloppyDrives =0 Scan floppy drives

Network Drives =0 Scan network drives, 1=yes, 0=no

CdromDrives =0 Scan CD ROMs, 1=yes, 0=no

Hardware=1 Detect hardware

HardwareWmi=1 Hardware decection method (WMI/WinAPI)

Shortcuts=1 Read windows shortcuts

Registry=1 Read the registry entries

Hotfixes=1 Read OS hotfixes

Msi=1 Read Windows Installer information

Files=1 Scan files on drives

Programs=1 Scan programs (EXE, COM, DLL, OCX)

Data=1 Scan data (MP3, AVI, MPG, JPG, GIF]

DataCRC=0 Scan CRC of data files

DataDigitalSignatures=0 Scan digital signatures of data files

DataLimit=5.00 The minimal limit for scanning data files ( > 5
KB)

OutputFolder = Output folder for SCN and MON files

Pause=10 Sets the delay (ms) after scanning every 10
files

Wait ForStart =0 Sets the delay (s) after which scanning is
launched

Compress=1 Compresses the SCN file when it is being
stored

IgnoreWindowsFolder=1 Does not scan the \WINDOWS \ folder

Computersidentification =2 Computer Identification (Affects only the SCN
filename)

AuditMessage=0 Displays a message to the user when he/she
is completing forms

AllFileHeaders=0 Detects headers of all file types on drives

AllFiles=0 Scan all files on the harddisk

DigitalSignatures=0 Scan digital signatures of files

Log=0 Log operations into a file (computername.log)

Overwrite=1 Disable overwrite the previous SCN file

Archives=0 Scan contents of archive files (ZIP, RAR, CAB)

Lite=0 Scan only files that have shortcuts

CRC=0 Scan CRC of files

Tcp=0 Enable TCP/IP remote control (2=2port
communication)

TcpPort=777 port number for TCP/IP remote control

Updatelni=0 Update scan.ini daily from the OutputFolder
path

Password= SCN files password

TrackSwChanges =0 Track SW changes

Track HwChanges =0 Track HW changes
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UsbDisks=0

USB disks (0
disable)

T no change, 1

T enable,2 1

TcpAddresses=0
[TcpAddresses]

Allowed IP addresses for TCP/IP remote

control

[Extension - Programs]
COM

DLL

EXE

OCX

APrograms?o

file types

[Extension
MP3
MP2
AVI
MPG
WMA
WMV
WAV
MOV
JPG
GIF
BMP
PCX

-Data]

iDatao f il

e types

[ IgnoreFolders ]
*\1386 \

*\SYSTEM VOLUME INFORMATION \

*\TEMPORARY INTERNET FILES\

Does not audit the content of listed drives,

folders, and files

[Cals] Definitions for CALs detection
[RegSWDef] Custom entries for the Additional detection
[HardwareWmi] Definitions for WMI  hardware detection
[Monitoring] Monitoring settings

CPU=1 proces sor

RAM=1 Memory

Disk=1 Disk

NetCard=1 Network

Keyboard=1 Keyboard

Mouse=1 Mouse

CDROM=1 CD-ROM

Logins=1 Users

History=1 History

Printer=1 Printers

Programs=1 Programs

WTS=1 WTS/RDP

TerminateForbidden=0

Terminate forbidden

SendByEmail=0

Send data by email

UploadByFtp=0

Upload data over

FTP

MonitorTracked=0

Monitor only tracked programs

MonitoringForbiddenWeekHours=0

Week hours settings for forbidden applications

(1 7 enabled)

[Alerts]

monitoring alerts

ForbiddenPrograms=0

alert when running

forbidden (1 7 enabled )

CpuOverload=0

CPU overload (1 7 enabled )
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CpuPercentage=80

percentage

CpuMinutes=60

number of minutes

DiskFreeSpace=0 diskspace alert (1 i enabled )
DiskFreeSpacePercentage=10 percentage

ToEmail= To (Email)
ForbiddenProgramsBody= message (Email)

ForbiddenProgramsSubject=

subject (Email)

CpuOverloadBody= message (Email)
CpuOverloadSubject= subject (Email)
DiskFreeSpaceBody= message (Email)
DiskFreeSpaceSubject= subject (Email)
[MonitoringForbidden] List of forbidden applications

[MonitoringForbiddenWeekHour
s]

Week hours settings for forbidden applications

[Monitoringlgnored]

list of ignored applications for the monitoring

[Scheduler] Offline scheduler settings
Enabled=0 Enable the offline scheduler
Scanlnterval=0 0...<Off>

1...Daily

2...Weekly

3...Monthly

4...Quarterly

5..Yearly

6...0ne time
ScanDate= Scheduled scan date
ScanTime= Scheduled scan time
ScanDay=0 Scheduled scan day  number
SendByEmail=0 Send SCN files by email
LastScanDate= Last date of the scheduled scan
LastScanTime= Last time of the scheduled scan
[SMTP] SMTP settings
FromName=AuditPro Scan Sender name
FromEmail= Sender email address
ToName=AuditPro Server Recipient name
ToEmail= Recipient email address
CcName= Recipient (CC) name
CcEmail= Recipient (CC) email address
Subject=SCN Files Email message subject
Body= Email message text
Server= Outgoing SMTP server address
ServerUser= Outgoing server  username (for secure auth.)
ServerPass= User password
UseSSL=0 Use SSL security
[FTP] FTP upload settings
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Hostname name or IP address of the server
Port=21 communication port
Username=anonymous username

Password= password

Path=/ destination folder

Passive passive

[Helpdesk] Helpdesk client settings

Client=0 17 clientis active
ServerAddress= www address of the helpdesk
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209 DETECTING SPECIFIC F ILES VERSIONS E.G. A NTIVIRUS UPDATES OR
SOFTWARE DRIVERS

AuditPro client does not support direct access to application like antivirus software to be able to
detect information about it (last update, etc.). However you can easily detect last update of
some antivirus programs like AVG 6 or AVG 7. It is necessary to configure scanning settings:

Go to Options/'S canning/ Fil es/ Progr ams and add t he ABl NO
extension).

Scan all computers

After importing the SCN files into database execute following SQL command in

fAiResul ts/ Query/ Customo:

create Procedure SP_AVG
as
if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[tempAVG])
and OBJECTPROPERTY(id, N'IsUserTable") = 1)
drop table [dbo].[tempAVG]
create table [tempAVG] ((COMPUTER_ID] [int], [AVGDATE] [datetime])

declare @sFilename varchar(256)
declare @nComputerID int
declare MyCursor cursor for select distinct FILEINST_COMPUTER_ID from TFilelnst
where FILEINST_PATH like '%AVG6 \ UPDATE%' or FILEINST_PATH like '%AVG7 \ UPDATE%'
open MyCursor
fetch from MyCursor into @nComputerID
while @@FETCH_STATUS =0
Begin
insert into te mpAVG (COMPUTER_ID, AVGDATE) select top 1 FILEINST_COMPUTER_ID,
FILEINST_CREATEDDATE from TFilelnst where FILEINST_COMPUTER_ID = @nComputerID and
FILEINST_PATH like '%AVG6 \ UPDATE%' or FILEINST_PATH like '%AVG7 \ UPDATE%'
order by FILEINST_CREATEDDATE desc

fetch next from MyCursor into @nComputerlD
End
close MyCursor
deallocate MyCursor

To show list of computers with information about AVG updates execute following query:
execute SP_AVG

select COMPUTER_NAME, AVGDATE from tempAVG, TComputer where TCompute r.COMPUTER_ID
= tempAVG.COMPUTER_ID

For other similar products you can modify the settings and the procedure.
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Default DCOM settings enable to scan platforms like Windows NT, Windows 2000 and Windows

XP (except SP2) from domain administrator 6s account . No DCOM
Scanned computers must be domain members.
The client can be installed

Normal mode (interactive/launching identity)

As NT service (as SYSTEM or specific user account)

configurati

If the default DCOM setting is not suitabl e or you want to control scanning from the specified
accounts, it is necessary to configure it. The DCOMCNFG.EXE utility is used to do this (a part of
common administration of the Microsoft Windows NT). Either all DCOM applications or only one

specific app lication can be set. In the latter case, we recommend changing scanning setting:

In the Applications tab, find the AAudi tPro Scanodo ent

tab, you can find two parts relating to the setting of rights:
Access Permissi ons

Launch Permissions

You can change these settings by clicking
option. With the Edit/Add buttons, add the user accounts that should have access to the

on the AUse

AuditPro Client. Input only the accounts from which you ¢ ontrol the administrative console

(AUDITPRO.EXE) and those from which the AuditPro Server is launched (AUDITSRV.EXE).

Inthe Identity tab, you can check the method by which the components are called by the user

account (you have set the method while instal ling):
Interactive user - the locallylogged -on userdés rights (if h

assigned to the component.
Launching user - the rights of the user that calls the component remotely (i.e. the user of

e/ she is |«

the administrator utility, if he/s he is the administrator, the component has administrator

rights) are assigned to the component.

Note: When settings are changed it will usually be necessary to restart the system.
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20.11 DCOM SETTINGS FOR WI NDOWS XP SP2

This settings can be performed running com
rights necessary).

mand | ine SCAN.EXE /R [ XP2

DCOMCNEFG.exe

(1 o«

@ Component Services

=0

D Console Rook My Camputer

@ File  Action Wiew Window Help — & J
= EY g

4 object(s)

@ Zomponent Services
—-[L1 Computers

+ g My Computer oM+

* Applications

Ewvent Yiewer {Local)

+ Services (Local)

O &G B @

DCOM Config  Distributed

Transacki...

Running
Processes

Default Properties - DCOM is enabled

2JEd

COM Security
Default Properties

My Computer Properties

Default Protocals M5DTC

General Optiors

[v Enable Diztibuted COM o thiz computed

[ Enable COM Intemet Services on this complter
Default Diztributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:

Connect

[

The impersonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identity.

COM Security

My Computer Properties

2Jes

Default Properties
COM Security

General Options

Default Protocals MSDTC

Access Permizsions

You may edit who iz allowed default access to applications. Y'au may
alzo zet limits on applications that determine their own permizsions.

Edit Limits...

Launch and Activation Permissions

You may edit who iz allowed by default to launch applications or
activate objectz. You may alzo et imits on applications that
determine their orn permissions.

Edit Lirnits. .. Edit Default...
Drefault Imperzonation Level:
Identify ~|
Security for reference tracking can be provided if authentication is uzed
and that the default imperzonation level iz not anonymous.,
[~ Provide additional security for reference tracking
Ok, ] ’ Cancel ak. ] [ Cancel
AuditPro - System for Active License Management
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Access Permissions/Security Limits:

+ Network (Allow Remote Access)
+ Anonymous Logon (Allow Remote Access)

Access Permission

2/

Securty Limits l

Group or uzer names:

mé.-’-‘«NEINYMEIUS LOGON

€7 HETWORK
€7 5YSTEM

Add... | Bemove |
Pemizzions for AMONYMOLS
LOGOM Allow Deny
Local Access F
Remote Access il

-

Cancel

Launch Permissions/Security Limits:

<default>

Launch Permission

2Jed

Securty Limits ]

Group or user names:

méhdministrators [P 3N Adminiztrators]

!ﬁ Ewveryone

Add... | Bemove |
Permizzions for ddministrators Al Dermp
Local Launch E
Remate Launch E
Local Activation E
Remote Activation E

Cancel
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Access Permissions/Default Security:
+ Network (Allow Remote Access)
+ System (Allow Remote Access)

Access Permission

B[]

Drefault Securty l

Group or user names:

FHMETWORK
€5 SELF
€7 SYSTEM
Add.. | Bemove |
PBemiszions for METWORK Allow Deny
Local Access |
Remote Access O

-

Cancel

Launch Permissions/Default Security:

+ Administrators (Allow Remote Launch, Remote

Activation)

+ Interactive (Allow Remote Launch, Remote

Activation)

+ System (Allow Remote Launch, Remote

Activation)

Launch Permission

Diefault Security l

Group or user names:

mé.ﬁ.dministratols [ AMEP24Administratars]

€ INTERACTIVE

€7 SYSTEM
Add.. | Bemave |
Permizzions for Adrministrators Al Deny
Local Launch |
Fiemate Launch |
Local Activation |
Flemote Activation |

Cancel

Ad mi
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Option A: Turn off firewall
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Option B: Configure firewall settings

& Windows Firewall

& Windows Firewall

General |Exception$ Advanced

Windows Firewall helps protect your computer by preventing unautharized users
from gaining access to your computer through the Internet or a network.

@ () On [recommended]

Thig getting blocks all outside zources from connecting to this
computer, with the exception of thoze selected on the Excephions tab.

Select this when yau connect to public networks in lesz secure
locations, such as airports. r'ou will not be notified when Windows
Firewall blocks pragrams. Selections on the Exceptions tab will be
ignored.

@ (=)i0ff [not recommended}

Avid using thiz setting. Turning off '“Windows Firewall may make this
carmputer more vulherable to viruzes and intruders.

YWindows Firewall iz uzing pour domain settings.

Wwihat else should | khow about Windows Firewsll?

OF. l [ Cancel

General |E:-:ception$ Advanced

Windows Firewall helps pratect your computer by preventing unautharized users
from gaining access to your computer through the [ntemet or a network.

@ ©0n tesonmnded
Thiz zetting blocks all outzide sources from connecting to thiz
computer, with the exception of those selected on the Exceptions tab.

[JDon't allow exceptions
Select this when you connect to public netwarks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blacks pragrams. Selections on the Exceptions tab will be
ighored.

@ ) Off [not recommended)

Awoid using thiz setting. Turming off Windowes Firewall may make this
computer mare vulherable to viruzes and intruders.

Windows Firewall iz using vour domain settings.

Wwihat else should | know about ‘indows Firewal?

] [ Cancel

Enable File and Printer Sharing

€ Windows Firewall

General | Exceptions |Advanced

YWindows Firewall iz blacking incoming network connections, except for the
programs and services selected below, Adding exceptions allows some programs
to wark better but might increase pour security risk.

Programs and Services:

MHamea

File and Printer Sharing
Microsoft Management Consale
Remote Assistance

[ Remate Deskiop

O UPKP Framework

[ AddPogiam.. | [ AddPot. |[  Ed.

Dizplay a hotification when ‘Windows Firewall blocks a program

Wwihat are the risks of allowing exceptions?

[ ak. ] [ Cancel
Add 2 exceptions:
Program and port for DCOM calls
AuditPro - System for Active License Management
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More information:
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Add a Program

To allow communications with & program by adding it to the Exceptions list,
zelect the pragram, or click Browse to search for ane that iz naot listed.

PBrograms:
P Intemet Hearts [A]
d’ Internet B eversi

4’ Internet Spades

ﬂ Mineswesper
WIMSH

lﬁ Outlook Express

@ Pinbal

Scan

1l Solitaire

& Spider Solitaire

‘.’3 Windows Meszenger

Path: | C\auditprohScan. exe

T

Add aPort

|lge these zettings to open a port through ‘wWindows Firewall. To find the port
number and protocol, conzult the documentation for the program or service you

wark ko use.
MName: |DCOM
Port number; | 135

®1CP O UDP

What are the rigks of opening a port?

5 [oaes

http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/sp2netwk.mspx#EIAA

Ad mi
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20.12 SETTING UP DCOM SETT INGS ON DOM AIN

On the computer with DCOM configured, export registry section:

[HKEY_LOCAL_MACHINE \SOFTWARE\ Microsoft \ Ole] into DCOM.reg file
Run the DCOM.reg file on all computers, using e.g.. logon script or Domain group policy:

regedit.exe -S \\server \share \DCOM.reg
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g Registry Editor

=/2/es

File Edik ‘Wew Fawvarites Help

D Metsh J'\ Mare
+ D NE—'tEhI:I.W N I:DEI:EILI"I:l
% R DeFauIt.ﬁ.ccessF‘ermissinn
+ ODE-ZC DeFauItLaunchF‘ermissinn
|EnableDCom
+ [:l AppCompak nave
[ab]EnableDCOMHTTR
+-[1 outlook Express s
EnabIeRetheCDnnect
+-[1 PCHealth | =
+-] Ras Machine.ﬁ.ccessRestrictiDn
+-{27 RAS AukoDial MachineLaunchRestrictiDn
-] Remote Desktop
+-{_7] Router ™
£ » £

Tvpe
REG_5Z
REG_BIMARY
REG_BIMARY
REG_5Z
REG_5Z
REG_5Z
REG_BIMARY
REG_BIMARY

Daka

(valle nok sek
oloo04a0a
01 000450a
Y

Y

i
010004204
010004 804

My CompuberiHKEY _LOCAL MACHIMNE) SOFTWARE \MicrosafthCle

Configuring Windows XP SP2 firewall

http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/mangxpsp2/mngintro.mspx
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20.13

_/—_// 108

DCO M ERRORS

Error Causes, explanations, solutions

Access is denied

0x80040154 The client components are not registered with /RegServer (SCAN.EXE
Class not registered IR).
Causes:
0x80004002 Non -functional (or disabled) Scheduler service (in Windows NT4.0).
No such Interface Remote computerds clock is set incor
supported Verify registration using DCOMCNFG.EXE on a remote computer and
searching for AAuditPro Scano in the
components manually (SCAN.EXE /R).
0x800706ba The DCOM Server (in this case the computer from which the AuditPro
The serveristoob usy Client is called) is too busy.
Repeat last operation.
0x800706ba DCOM is disabled on the computer.
RPC server is The remote computer is off. An incorrect computer name has been
unavailable input.
TCP/IP has not been installed properly (you can verify that with PING
command, for example).
It can be enabled by entering the following in the registry:
[HKEY_LOCAL_MACHINE \ SOFTWARE\ Microsoft \ Ole]
"EnableDCOM"="Y" "EnableRemoteConnect"="Y"
Ensure the computer is switched on.
Check the computer name has been input correctly.
Reinstall TCP/IP. Reconfigure TCP/IP.
0x80070005 In Windows 95/98, you have attempted to call the AuditPro Client

that was not in memory.

The compone nt that has been called remotely is not on the local drive
(or is on a drive with different rights).

In Workgroup network, the administrator 0 passwords do not
correspond (they must be the same on both computers).

DCOM access rights are set incorrectly.

Ensure the AuditPro Client is correctly loaded in memory.

Ensure the component has been installed on the local drive and that
the drive has appropriate access rights.

Check that account names and passwords correspond and alter
accordingly.

Correct DCOM acc ess rights

The server process could
not be started because
the configured identity is
incorrect. Check the
username and

password.

0x5 Application was terminated during DCOM call.
Access is denied Repeat last operation.
0x8000401a Calling DCOM while no  user is logged on.

0x80080005
Server execution failed

The DCOM -server has been terminated ( i.e. the user has logged off).
The DCOM -server is not on the local drive (or is on a drive with

different rights).

Identity for DCOM server is configured improperly. The entry Location
(DCOMCNFG.EXE/Properties/Location) is set for a different computer.
There is/are error(s) in the registry

We recommend re -registering the components.
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0x800706D3

The authentication
service is unknown.
0x800706D4

The authentic ation level
is unknown.

Access to the components cannot be authenticated (occurring often in
Windows 9x).

In DCOMCNFG.EXE, find the entry AuditSrv or AuditPro Scan -
Properties - and change the setting of Authentication level to NONE).

Other problems

Verify whether:

The component is present in appropriate directories on remote
computers;

All user accounts entered in settings really do exist (and that they are
not disabled);

Computer nhames are correct and do not conflict; and/or the TCP/IP
protocol is p resent and configured properly.
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20.14 DOMAIN GROUP POLICY

As an alternative to Logon script you can use Domain group policy. Following procedure will
create Domain group policy for the ARuno section in w
which will perform sc  anning on all domain member computers. The same procedure (changing
ADM file) you can set up e.g. DCOM Settings.
1. Create and copy the file SCAN.ADM into %WINDIR% \INF\ folder. The file contains:

CLASS MACHINE
CATEGORY "AuditPro Scan"
POLICY "AuditPro Scan"
KEYNAME "Software \Microsoft \Windows \ CurrentVersion \Run"
PART "AuditPro Scan"
EDITTEXT
VALUENAME "AuditPro Scan"
END PART
END POLICY
END CATEGORY

2. From the Windows desktop, cl iMMC 0St aarntd, tchleinc kc | R ucnk,

3. On the File menu, <clicknfmAdd/ Remove Snap

4. On the Standal one tab, click AAdd i

5. Inthe Available Standalone Snap -ins list, c¢click AGroup Policy Ob
click AAddo

6. Inthe Select Group Policy Object dialog box, click AiBrowseo

7. Click the Group Policy object that you want to up

8. Click OK

9. Click Finish to complete the Group Policy Wizard

10. In the Add StandaloneSnap -i n di al og box, click ACI osebo0

11. In the Add/Remove Snap  -in dialog box, click OK

12.expand the item ADefault domain policy/ Computer <c
templ atesii and select AAdministrative templ atesih

13.f rom context menu click AAdd/ Remove Templ atesih

14.in the fAAdd/ Remove Templ atesi window click AAddhn
fle and add it to the Ilist and click ACI osefh

15. To make it visible, select the Administrative Templates node, right click, select
Aiview/ FilteringfA and clear the AO0Only Show éfA opti

16,A new item called AAuditPro Scanfi has beem.added

the right window must be entered the command for scanning e.g.
WMYSERVER SCN\SCAN.EXE /S /V /DO

AuditPro - System for Active License Management
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20.15 DOCUMENT TEMPLATESD ESCRIPTION

The generated document templates are stored in Program Files\ AuditPro \FILES folder in
RTF/XLS format and can be edited without restrictions.

File AuditPro \FILES EN\Passport.RTF
%NUMBER% Number (automatically generated)
%COMPUTER_NAME%
%COMPUTER_NUMBER%
%COMPUTER_MODEL%
%COMPUTER_PRODUCTNUMB
ER%

%COMPUTER_DOMAIN%
%COMPUTER_IP%
%COMPUTER_NOTE%
%COMPUTER_UID%
%C_ITEM1%
%C_ITEM1VALUE%

%C_ITEM 2%

%C_ITEM 2VALUE%

%C_ITEM 3%

%C_ITEM 3VALUE%

%C_ITEM 4%

%C_ITEM 4VALUE% Basic computer information (Tcomputer table)
%COMPUTER_ATTRIBUTES% Additional computer characteristics
%COMPUTER _HISTORY% Computer history

%SCAN DATE% Scan date (regarding the current audit)

%USER_FULLNAME%
%USER_EMAIL%
%USER_GROUP%
%USER_PHONE%
%USER_NUMBER%
%USER_USERNAME%
%USER_DEPARTMENT%
%USER_PROFESSION%
%U_ITEM1%
%U_ITEM1VALUE%
%U_ITEM 2%

%U_ITEM 2VALUE%
%U_ITEM 3%

%U_ITEM 3VALUE%
%U_ITEM 4%

%U_ITEM 4VALUE% Basic user information (User table)
%USER ATTRIBUTES% Additional user characteristics
%USER_HISTORY% User history

%USERDATA01%

%USERDATA02%

%USERDATA03%

%USERDATA31% Items obtained from user forms

%HW% Record of hardware, selectable columns
%0S% Operating system information

%SW% Record of software, selectable columns

AuditPro - System for Active License Management
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%NOTE%

Note

%DATE%

%ADMIN%

%OWNER%
%USER_ACCEPTED_DATE%
%PRINTED DATE%
Installation protocol

Date, administrator, owner

Audit report

File AuditPro \FILES EN\Protocoll.RTF
%NUMBER% Number (automatically generated)
%SW% Type of software

%HW% Type of hardware

%NOTE% Note

%DATE%

%ADMIN% Date, administrator

%ADMIN%
Product report
File

File AuditPro \FILES EN\Audit.RTF

%COMPUTERS% Record of audited computers

%PRODUCTS% Current audit results (Results/Outputs summary/Products)
%LICENSES% Detailed list of licenses

%NOTES% Notes

%DATE%

Date, administrator

AuditPro \FILES _EN\Product.RTF

%MANUFACTURER_NAME%
%PRODUCT_NAME%
%PRODUCT_VERSION%
%PRODUCT_LICENSING%

Product information

%COMPUTERS%

List of computers, selectable columns

Asset handover

File AuditPro \FILES EN\Product.RTF
%DATE% date

%NUMBER% number

%ASSETS% list of assets (tab le)
%FROM_CONTAINER% from container  (name)
%TO_CONTAINER% to container (name)

AttributeTypeName %

%ASSETTYPE% first asset type
process type (move, stock etc .) see
%PROCESSTYPE% TAssetProcessType. ASSETPROCESSTYPE_NAME
%USERNAME% current userds user name
possibilty to insert process attributes in format
%PROCESS@ %PROCESS@ AttributeTypeName % ( see

TAttributeType. ATTRIBUTETYPE_NAME)

% AttributeTypeName %

posibility to insert attributes of the first asset
one -asset handover )

(suitable for

%A TTRIBUTES%

attributes of the first asset -asset

handover )

(suitable for one

%HISTORY%

history of the first asset suitable for one -asset handover

File AuditPro \FILES CZ\User Assets .RTF
%DATE% date
%ASSETS% list of assets (table)

% AttributeTypeName %

possibility to insert attributes of the first asset
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20.16  AUDITPRO DATABASE DE =~ SCRIPTION

A list of database tables with description as follows:

TComputer Audited computers
COMPUTER_NAME Detected or entered computer name
COMPUTER_DOMAIN_ID Domain, relation to TDomain
COMPUTER_NUMBER Number

COMPUTER_IP IP Address

COMPUTER_ITEM1 Item 1

COMPUTER _ITEM2 Item 2

COMPUTER_STATUS

Status. 1 = audited (Yes/No), 2 = active (Yes/No), 4 = Do
not deactivate, 8 = Import Mon files, 16 = Mon file
imported today (internal status), 32 = Client
COMPUTER_AUDITING installed(Yes/No) , 512 =imported

COMPUTER UID Identifier value

Identifier type. 0 = Computer name, 1 = Unique identifier,
2 = MAC address, 3 = IDE HDD serial number, 4 =
Win32_BaseBoard.SerialNumber, 5 =
Win32_BIOS.SerialNumber, 6 =

COMPUTER _UID_TYPE Win32_ SystemEnclosure.SMBIOSAssetTag
COMPUTER_DATE Last available date

COMPUTER_MODEL Model

COMPUTER_PRODUCTNUM

BER Product number

COMPUTER_NOTE Note

COMPUTER_SCANNING_TY | Scanning type. 0 = DCOM, 1 = TCP/IP, 3 = Logon Script,
PE 4 = Diskette, 5 = TCP/IP 2

COMPUTER_IP_STATIC Static IP Address (1...Yes, 0...No)

COMPUTER_DONOTMOVE | Do not move (1...Yes, 0...No)

Platform (group). 1 = DOS/Windows 3.1, 2 =
UNIX/LINUX, 3 = Windows 95/98/ME, 4 = Windows NT4,
COMPUTER_PLATFORM_GR |5 = Windows 2000, 6 = Windows XP/2003, 7 = NOVELL,

OUP 8 = Windows CE, 9 = Windows Vista /Server 2008
COMPUTER_ITEM3 Iltem 3

COMPUTER ITEM4 Item 4

COMPUTER_AD UID An unique identifier from Active Directory
COMPUTER_SMS UID An unique identifier from MS SMS

TComputerShare Relation of users to computers (many -to - many)
COMPUTERSHARE_USER_|

D User, relation to TUser

COMPUTERSHARE_COMPU

TER_ID Computer, relation to TComputer

COMPUTERSHARE_DATE Date assigned
COMPUTERSHARE_SCN_D

ATE Date assigned (from SCN file)
COMPUTERSHARE_MON_D

ATE Date assigned (from MON file)
COMPUTERSHARE_AD_DA

TE Date assigned (from Active Directory)

COMPUTERSHARE SMS D |Date assigned (from  MS SMS)
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ATE
COMPUTERSHARE_FLAGS |Flags.512 = imported
TComputerStatus Additional information about computers

COMPUTERSTATUS_COMP
UTER_ID

Computer, relation to TComputer

COMPUTERSTATUS_PING_
DATE

Date of last ping

COMPUTERSTATUS_AD_DA
TE

Date of last read from Active Directory

COMPUTERSTATUS_MS_D
ATE

Date of last read from MS Network

COMPUTERSTATUS_IP_DA
TE

Date of last read from IP Discovery

COMPUTERSTATUS_SMS_
DATE

Date of last read from MS SMS

TDomain

Network domains

DOMAIN_NAME Name
DOMAIN_DESCRIPTION Description
DOMAIN_IDENTIFIER Identifier

DOMAIN_PARENT _ID

Parent domain. Relation to TDomain

TUser

Audited users

USER_GROUP_ID

Group, relation to TGroup

USER_USERNAME Username
USER_NUMBER Number
USER NAME Name
USER SURNAME Surname
USER_DEPARTMENT Department
USER_EMAIL Email
USER ROLE Role. 1 = Administrator, 2 = Owner, 3 = Operator
USER ITEM1 Iltem 1
USER ITEM2 Item 2
USER_NOTE Note
USER_PHONE Telephone

USER_DONOTMOVE

Do not move (1...Yes, 0...No)

USER_STATUS

Status. 0 = inactive, 1 = active

USER DATE Last available date
Internal flags. 1 = do not move, 2 = Helpdesk, 4 =
USER_FLAGS Leader , 512 = imported

USER_AWAYUNTIL_DATE

[Helpdesk] Away until date.

USER_LASTON_DATE

[Helpdesk] last logon (date)

USER_LASTON_IP

[Helpdesk] last logon (IP address)

USER_PASSWORD

[Helpdesk] login password

USER_ROLE_ID

[Helpdesk] Role. Relation to TRole

USER_TYPE_ID

[Helpdesk] Type. Relation to TlitemType

USER CUSTOMER_ID [Helpdesk] Customer . Relation to TCustomer
USER_ORGUNIT_ID [Helpdesk] Org. unit. Relation to TOrgUnit
USER_ITEM3 Item 3

USER_ITEM4 Item 4

USER PROFESSION Professsion

USER_AD_UID An unigue identifier from Active Directory
TGroup User groups

GROUP_NAME

Name
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GROUP_DESCRIPTION Description

GROUP_IDENTIFIER Identifier

GROUP_PARENT ID Parent group. Relation to TGroup
TScan Computer -scans done
SCAN_COMPUTER_ID Computer, relation to TComputer
SCAN_DATE Scanning date and time

SCAN_DURATION

Scanning duration time

SCAN_RECOGNIZE

Recognize scan (1 = Yes, 0 = ne)

SCAN_FILENAME

Archived SCN filename

SCAN_STATUS

Status. (0 = incomplete or errors during import)

SCAN_TYPE

Internal

SCAN_AUDIT ID

Audit, relation to TAudit

SCAN_VERSION

Client version and build

TSysteminfo

Information on the audited system

SYSTEMINFO_SCAN_ID

Scanning, relation to TScan

SYSTEMINFO_DESCRIPTIO
N

Platform description (general)

SYSTEMINFO_LOGICALDRI
VES

List of detected logical disks

SYSTEMINFO_PLATFORMID

dwPlatformid (OSVERSIONINFO)

SYSTEMINFO_MAJVER

dwMajorVersion (OSVERSIONINFO)

SYSTEMINFO_MINVER

dwMinorVersion (OSVERSI ONINFO)

SYSTEMINFO_BUILDLO

LOWORD(dwBuildNumber) (OSVERSIONINFO)

SYSTEMINFO_BUILDHI

HIWORD(dwBuildNumber) (OSVERSIONINFO)

SYSTEMINFO_CSDVER

szCSDVersion (OSVERSIONINFO)

SYSTEMINFO_PRODUCTTY |HKEY_LOCAL_MACHINE \SYSTEM\ CurrentControlSet \Contr
PE ol\ ProductOptions \ProductType
SYSTEMINFO PRODUCTID |ProductlD OS
SYSTEMINFO_COMPUTER_ | UID value.
uiD HKEY_ CLASSES ROOT\AuditPro.Scan \Identificator
SYSTEMINFO_COMPUTERN
AME Computer name
SYSTEMINFO_DOMAINNAM
E Domain name
SYSTEMINFO_USERNAME | User name (current)
SYSTEMINFO LANGUAGE OS language
SYSTEMINFO_PLATFORM_I
D Platform (recognized), relation to TPlatform
SYSTEMINFO_DRIVESCAPA
CITY Logical disks total capacity
SYSTEMINFO_DRIVESFREE
SPACE Logical disks total free space
TAudit Executed audits
AUDIT BEGINDATE Date of audit
AUDIT _ADMIN 1D Administrator, relation to TUser
AUDIT STATUS Status. 1 = Active
TAuditNote Notes about the audit
AUDITNOTE_AUDIT ID Audit, relation to TAudit
AUDITNOTE_DATE Date
AUDITNOTE_ADMIN ID Created. Relation to TUser
AUDITNOTE_ TEXT Text
Records
TDocument Types of documents inherent to software
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DOCUMENT_PRODUCT_ID

Product. Relation to TProduct, TUserProduct
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DOCUMENT TYPE Type

DOCUMENT DATE Date

DOCUMENT NUMBER Number

DOCUMENT LOCATION Location

DOCUMENT FILELINK File link

DOCUMENT HYPERLINK Hyperlink

DOCUMENT NOTE Note

Tlnstallation Records of software installations
INSTALLATION_DATE Date

INSTALLATION_COMPUTER
_ID

Computer, relation to TComputer

INSTALLATION_PRODUCT_
ID

Product, relation to TProduct, TUserProduct

INSTALLATION_ADMIN_ID

Administrator, relation to TUser

INSTALLATION_INSTPROT
OCOL_ID

Installation protocol, relation to TInstProtocol

INSTALLATION_TYPE Installation type .1 i in acceptance procedure, 2 - request
INSTALLATION NOTE Note

TInstMedium Softwareds installation medium
INSTMEDIUM_PRODUCT |

D Product, relation to TProduct, TUserProduct

INSTMEDIUM TYPE Media type

INSTMEDIUM LOCATION Location

INSTMEDIUM NUMBER Number

INSTMEDIUM NOTE Note

INSTMEDIUM DATE Date

TlnstProtocol Softwareds installation report
INSTPROTOCOL DATE Date

INSTPROTOCOL_PRODUCT
ID

Product, relation to TProduct, TUserProduct

INSTPROTOCOL_ADMIN_I
D

Administrator, relation to TUser

INSTPROTOCOL_TYPE

Protocol type (0...Installation, 1...Uninstallation)

INSTPROTOCOL_NUMBER

Number

INSTPROTOCOL_NOTE

Note

TLicense

Licenses purchased

LICENSE_DATE

Purchase date

LICENSE_PRODUCT_ID

Product, relation to TProduct, TUserProduct

LICENSE_COUNT

Count (_-1...Unlimited)

LICENSE_DOCUMENTNUM
BER

Invoice or ocument number

LICENSE_SERIALNUMBER

Serial number

LICENSE_UPGRADEDFROM
ID

Upgraded from license, relation to TLicense

LICENSE_OEM_COMPUTER
ID

OEM license ( -1 =Yes, 0 = No)

LICENSE_EXPIRE

License will expire (1 = Yes,

2 = do not notify expiration )

LICENSE_EXPIRATION_DA
TE

Expiration date

LICENSE_REJECTONEXPIR
ATION

Deactivate expred licenses (1 =Yes, 0 =No)
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LICENSE_STATUS

License status (0 = inactive, 1 = active)

LICENSE_LANGUAGE

Language (languagelD dle Microsoft)

LICENSE_INVOICE_ID

Invoice, relation to TInvoice

LICENSE_NOTE

Note

LICENSE_HARDWAREKEY

Hardware key (1 = Yes, 0 = No)

LICENSE_INSTALLKEY

Installation key (1 = Yes, 0 = No)

LICENSE_MODE

CAL Licensing. 1 = Per Seat, 2 = Per Server, 3 = Per
Device or Per User

LICENSE_PRICE

Price

License as part of a Macropack, relation to TmacroPack,

LICENSE_MACROPACK_ID | TUserMacroPack (LICENSE_MACROPACK_ID > =1000000)
LICENSE_ITEM1 Item 1

LICENSE_ITEM2 Item 2

LICENSE_ITEM 3 Iltem 3

LICENSE_ITEM 4 Iltem 4

LICENSE_PERPROCESSOR

Per processor

LICENSE_SECONDCOMPUT
ER

Userds second computer

LICENSE_PACKAGE_LICEN
SE_ID

A package from which the license was added. Relation to
TLicense

LICENSE_NUMBER

Number

LICENSE_CURRENCY

Currency

LICENSE_TYPE

License type

LICENSE_CATEGORY

License category

LICENSE_ADD_VIRTUALCO
UNT

Additional virtual licenses count

TLicenseShare

Relation of licenses to users and computers

LICENSESHARE_LICENSE_
ID

License, relationto  TLicense

LICENSESHARE_COMPUTE
R_ID

Computer, relation to TComputer

LICENSESHARE_USER_ID

User, relation to TUser

LICENSESHARE_NUMBER

Registration number

LICENSESHARE_DATE

Assigned date

LICENSESHARE_DEVICE_|I
D

Device. Relation to TDevice

LICENSESHARE_FLAGS

Flags

TLicenseShare?2

Relation of licenses to groups and domains

LICENSESHARE2_LICENSE
ID

License, relation to TLicense

LICENSESHARE2_DOMAIN
ID

Domain, relation to TDomain

LICENSESHARE2_GROUP_I
D

Group, relation to TGroup

LICENSESHAREZ2_COUNT

Count of assigned licenses

LICENSESHARE2 DATE

Date

LICENSESHARE2_FLAGS

Flags

TLicenseUpgrade

License upgrades

LICENSEUPGRADE_LICENS
E_ID

License , relation to TLicense

LICENSEUPGRADE_UPGRA
DETO_LICENSE_ID

Upgraded to license, relation to TLicense

TDowngrade

License downgrades
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DOWNGRADE_LICENSE_ID

License, relation to TLicense

DOWNGRADE_DOWNGRAD
E_PRODUCT_ID

Product, relation to TProduct, TUserProduct

DOWNGRADE_EXPIRATION
DATE

Expiration date

_DOWNG RADE_STATUS

Status (O=inactive, l=active)

TUninstallation

Records of software uninstallations

UNINSTALLATION_DATE

Date

UNINSTALLATION_COMPU
TER_ID

Computer, relation to TComputer

UNINSTALLATION_PRODU
CT_ID

Product, relation to TProduct, TUserProduct

UNINSTALLATION_ADMIN_
ID

Administrator, relation to TUser

UNINSTALLATION_INSTPR
OTOCOL_ID

Uninstallatin protocol, relation to TinstProtocol

UNINSTALLATION_TYPE

Type. 2 - request

UNINSTALLATION_ADDRE
SSBOOK_ID

Organization, relation to TAddressBook

UNINSTALLATION NOTE Note
TPassport Computer passports
PASSPORT DATE Date

PASSPORT_COMPUTER_ID

Computer, relation to TComputer

PASSPORT_USER_ID

User, relation to TUser

PASSPORT_ADMIN_ID

Administrator, relation to TUser

PASSPORT _OWNER_ID

Owner, relation to TUser

PASSPORT_FILENAME

PASSPORT_NUMBER

Number

PASSPORT_NOTE

Note

PASSPORT_USER_ACCEPT
ED

Accepted by the user (1 = Yes, 0 = No)

PASSPORT_USER_ACCEPT
ED_DATE

Date accepted

PASSPORT_PRINTED_DAT
E

Date printed

PASSPORT_FLAGS

Flags

TPassportContent

Passports  content (software + hardware)

PASSPORTCONTENT_PASS
PORT_ID

Passport, relation to TPassport

PASSPORTCONTENT _TYPE

Content entity type (H=Hardware, P=Product)

PASSPORTCONTENT_TYPE
ID

Entity ID, relation to TProduct, TUserProduct, TDevice

PASSPORTCONTENT_LICE
NSE_ID

Automatically added license from the passport. Relation to
TLicense.

PASSPORTCONTENT_INST
ID

Automatically added installation

Relation to TLicense.

from the passport.

PASSPORTCONTENT_UNIN
ST_ID

Automatically added  uninstallation

Relation to TLicense.

from the passport.

TlInvoice Invoices
INVOICE. NUMBER Number
INVOICE_DATE Date

INVOICE DATE?2 Due Date
INVOICE_LOCATION Location
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INVOICE_ORDER_NUMBER

Order number

INVOICE_ORDER_DATE Order date
INVOICE_SUPPLIER_ID Supplier, relation to TAddressBook
INVOICE_PRICE Price

INVOICE_NOTE Note

TlnvoiceFile Binary files attached to invoices

INVOICEFILE_INVOICE_ID

Invoice, relation to TInvoice

INVOICEFILE_NAME

File name

INVOICEFILE _DATA
Product Libral
TManufacturer
TUserManufacturer*

Data (BLOB

Software publishers

TManufacturerReplacem
ent

Changes in the products library (publishers)

MANUFACTURER NAME Name
MANUFACTURER NOTE Note
MANUFACTURER WWW Web address
MANUFACTURER ITEM1 Item 1
MANUFACTURER ITEM2 Item 2
MANUFACTURER ITEM3 Item 3
MANUFACTURER ITEM4 Item 4
MANUFACTURER FLAGS Flags

TManufacturerShare

Users assigned to a publisher

MANUFACTURERSHARE_M
ANUFACT _ID

Publisher . Relation to TManufacturer, TUserManufacturer

MANUFACTURERSHARE_U
SER_ID

User. Relationto TUser

MANUFACTURERSHARE_FL
AGS

Flags

TProduct
TUserProduct*

Software products

PRODUCT_MANUFACTURE
R_ID

Publisher, relation to TManufacturer, TUserManufacturer

PRODUCT_NAME

Name

PRODUCT_VERSION

Version

PRODUCT _RECOGNIZE

Recognize (0 =No,1 = Yes, 2 = with priority)

PRODUCT _LICENSING

Licensing (0 = Unspecified, 1 = Software, 2 = Freeware, 3
= Shareware

PRODUCT_PACKAGE_ID

Parent package

PRODUCT_TYPE

Type (0 = Product, 1 = Package, 2 = Platform)

PRODUCT _PLATFORM

Product category. Relation to TProductCategory,

PRODUCT CATEGORY TUserProductCategory
PRODUCT _NOTE Note

PRODUCT ITEM1 Iltem 1

PRODUCT ITEM?2 Iltem 2

PRODUCT ITEM3 Iltem 3

PRODUCT ITEM4 Iltem 4

PRODUCT _FLAGS Flags

TFileDef
TUserFileDef*

Definition of product files (headers)

FILEDEF_PRODUCT _ID

Product, relation to TProduct, TUserProduct

AuditPro - System for Active License Management

Admini stratoro6s

Manual . Further information

at

ww



_/{/ 121

FILEDEF_MANUFACTURER_
MASK

Publisher - file header information

FILEDEF_PRODNAME_MAS
K

Product - file header information

FILEDEF_PRODVER_MASK

Version - file header information

FILEDEF_LANGUAGE

Language - file header information

FILEDEF_FILENAME_MASK

File name - file header information

FILEDEF_FILESIZE

Size - file header information

FILEDEF_PATH_MASK

Path - file header information

FILEDEF DESC MASK Description - file header information
FILEDEF CRC CRC
Group (0 - 10). 0 = logical OR condition. 1 = logical AND
FILEDEF GROUP condition within the group 1. etc
TFileKnown
TUserFileKnown* Definition of known files
FILEKNOWN PRODUCT ID | Product, relation to TProduct, TUserProduct
FILEKNOWN_MANUFACTUR
ER Publisher - file header information
FILEKNOWN_PRODUCTNA
ME Product - file header information
FILEKNOWN PRODUCTVER | Version - file header information
FILEKNOWN FILENAME File name - file header information
FILEKNOWN FILESIZE Size - file header information
FILEKNOWN_DESCRIPTIO
N Description - file header information
TPackage
TUserPackage* Definition of packages (product - product)

PACKAGE_PACKAGE_ID

Product, relation to TProduct, TUserProduct

PACKAGE_PRODUCT_ID

Product, relation to TProduct, TUserProduct

TPlatform

Platform definition

PLATFORM_PLATFORMID

dwPlatformld (OSVERSIONINFO)

PLATFORM_DESCRIPTION

Name

PLATFORM_MAJORVERSIO
N

dwMajorVersion (OSVERSIONINFO)

PLATFORM_MINORVERSIO
N

dwMinorVersion (OSVERSIONINFO)

PLATFORM_CSDVERSION

szCSDVersion (OSVERSIONINFO)

HKEY_LOCAL_MACHINE \ SYSTEM\ CurrentControlSet \Contr
PLATFORM_PRODUCTTYPE | ol\ProductOptions \ProductType
PLATFORM PRODUCT ID Product, relation to TProduct, TUserProduct

Platform (group). 1 = DOS/Windows 3.1, 2=

UNIX/LINUX, 3 = Windows 95/98/ME, 4 = Windows NT4,

5 = Windows 2000, 6 = Windows XP/2003, 7 = NOVELL,
PLATFORM GROUP 8 = Windows CE, 9 =Windows Vista /Server 2008
TMacroPack Macro packs
MACROPACK NAME Name
MACROPACK_YEARS Number of years
TMacroPackContent
MACROPACKCONTENT_MA
CROPACK ID Makropack, relation to TMacroPack
MACROPACKCONTENT PR | Product, relation to TProduct, TUserProduct
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ODUCT_ID

MACROPACKCONTENT_CO
UNT

Product count

TCalDef

TUserCalDef CALs Definition

CALDEF_PRODUCT ID Product, relation to TProduct, TUserProduct
CALDEF REGISTRYPATH Registry path

TRegSWDef

TUserRegSWDef* Additional detection definitions

REGSWDEF_PRODUCT _ID

Product, relation to TProduct, TUserProduct

REGSWDEF_TYPE

Type. 0 = Registry. 1 = MSI (Windows Installer)

REGSWDEF_NAME_MASK

Name mask definition

REGSWDEF_VERSION_MA
SK

Version mask definition

REGSWDEF_CUSTOMPATH

Custom entry (path)

REGSWDEF_CUSTOMVALU
E

Custom entry (value)

TProductPrice
TUserProductPrice*

Prices of products

PRODUCTPRICE_PRODUCT
D

Product, relation to TProduct, TUserProduct

PRODUCTPRICE _VALUE Price
PRODUCTPRICE_CURRENC

Y Currency
PRODUCTPRICE_TYPE Price type

TProductPriceType
TUserProductPriceType

*

Types of prices

PRODUCTPRICETYPE_NAM
E

Name

definitions)

TFilelnst

*TManufacturer, TProduct, TFileDef, TPackage
AuditPro (product library). TUserManufacturer, TUserProduct, TUserPackage,
TUserFileDef - tables into which the AuditPro user enters definitions (custom product

- tables provided by the supplier of

Scanned file headers (EXE, COM, DLL, etc .) obtained

from the audited computerdés ha

FILEINST SCAN_ID Scanning, relation to TScan
FILEINST COMPUTER_ID Computer, relation to TComputer
FILEINST MANUFACTURER | Publisher - file header information
FILEINST PRODUCTNAME Product - file header information
FILEINST PRODUCTVER Version - file header information
FILEINST _LANGUAGE Language - file header information
FILEINST FILENAME File name
FILEINST FILESIZE File size
FILEINST FILETIME Date created
FILEINST DESCRIPTION Description - file header information
FILEINST PATH Path
FILEINST EXTENSION Extension (EXE, DLL etc.)
FILEINST CREATEDDATE Date created
FILEINST_MODIFICATION
DATE Date modified
FILEINST ACCESSEDDATE |Last access date (NTFS)
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Disk type (0 = local, 1 = network)

Current his tory information (1 = decrease , 2 = addition ,3

FILEINST ADDITION = no change )
FILEINST KNOWN Recognized as known file (0 = No, 1 = Yes)
FILEINST CRC CRC

FILEINST _OWNER

File owner (NTES)

FILEINST_PRODUCTINST_I
D

Recognized as Product, relation to TProduct, TUserProduct

FILEINST DSNAME Digital signature i Signer
FILEINST DSDATE Digital signature 7 Date signed
FILEINST FLAGS Flags
Scanned information about the data (AVI, JPG, MPG,
etc.) obtained from the audited
TFilelnstOther drive

FILEINSTOTHER_SCAN_ID

Scanning, relation to TScan

FILEINSTOTHER_COMPUTE
R_ID

Computer, relation to TComputer

FILEINSTOTHER_EXTENSI
ON

Extension (MP3, JPG, AVI etc.)

FILEINSTOTHER_FILENAM

E File name
FILEINSTOTHER FILESIZE File size
FILEINSTOTHER PATH Path

FILEINSTOTHER_CREATED
DATE

Created date

FILEINSTOTHER_MODIFIC
ATIONDATE

Modified date

FILEINSTOTHER_ACCESSE
DDATE

Last access date (NTFS)

FILEINSTOTHER_DRIVETYP
E

Disk type (0 = local, 1 = network)

FILEINSTOTHER_ADDITIO

Current his tory information (1 = decrease , 2 = addition ,3

N = no change)
FILEINSTOTHER_OWNER File owner (NTFS)
FILEINSTOTHER CRC CRC

FILEINSTOTHER_DSNAME

Digital signature T Signer

FILEINSTOTHER_DSDATE

Digital signature i Date signed

FILEINSTOTHER_FLAGS

Flags

TMsi

Windows Installer records (of installed products)

MSI _SCAN ID Scanning, relation to TScan
MSI_COMPUTER_ID Computer, relation to TComputer
MSI_PRODUCTNAME Product name

MSI VERSIONSTRING Version

MSI_HELPLINK Helplink

MSI INSTALLLOCATION Installation destination folder
MSI INSTALLSOURCE Installation source folder
MSI_INSTALLDATE Installation date

MSI PUBLISHER Publisher
MSI_USECOUNT Use count

MSI LASTUSED Last used
MSI_USERNAME User

MSI_ORGNAME Organisation
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MSI_SERIAL Serial number

Current his tory information (1 = decrease , 2 = addition ,3
MSI_ADDITION = no change)
TRegSWFile Registry entries (of installed products)

REGSWEFILE_SCAN_ID

Scanning, relation to TScan

REGSWFILE_COMPUTER_|
D

Computer, relation to TComputer

REGSWFILE _NAME Name
Current his tory information (1 = decrease , 2 = addition ,3
REGSWEFILE _ADDITION = no change)

REGSWEFILE_SERIAL

Serial number

REGSWEFILE_CDKEY

CDKey, installation key

REGSWEFILE_CUSTOM

Custom entry

REGSWEFILE_VERSION

Version

REGSWEFILE_PUBLISHER

Publisher

REGSWEFILE_URL

Web address

THotfix

OS hotfixes entries

HOTFIX_SCAN_ID

Scanning, relation to TScan

HOTFIX_COMPUTER_ID Computer, relationto  TComputer
HOTFIX_NUMBER Number (KB)
HOTFIX_DESCRIPTION Description
HOTFIX INSTALLEDBY Installed by
HOTFIX INSTALLEDON Installed on
Current his tory information (1 = decrease , 2 = addition ,3
HOTFIX _ADDITION = no change)
TDevice Information on the audited computerds

DEVICE_SCAN_ID

Scanning, relation to TScan

DEVICE_COMPUTER_ID

Computer, relation to TComputer

DEVICE_TYPE

Type, relation to TDeviceType

DEVICE_MODEL

Model

DEVICE_PARAMETERS

Parameters

DEVICE_SERIALNUMBER

Serial number

DEVICE_ADDITION

Current his tory information (1 = decrease
= no change)

, 2 = addition , 3

DEVICE_STATUS

Status. (0 = inactive, 1 = active)

TUserData

User form data obtained when data are being
collected

USERDATA_SCAN_ID

Scanning, relation to TScan

USERDATA_DATA1

Data column 1

USERDATA DATAS30

Data column 30

USERDATA_STATUS

Status (0 = unprocessed, 1 = processed)

TCal

CALs found

CAL_SCAN_ID

Scanning, relation to TScan

CAL_COMPUTER_ID

Computer, relation to TComputer

CAL_PRODUCT_ID

Product, relation to TProduct, TUserProduct

CAL_MODE Licensing type. (0O = Per Seat, 1 = Per Server)
CAL_COUNT Count
TShortcut Desktop shortcuts found

SHORTCUT_SCAN_ID

Scanning, relation to TScan

SHORTCUT_COMPUTER_ID

Computer, relation to TComputer

SHORTCUT_NAME

Name
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SHORTCUT_FILENAME

File name

SHORTCUT_PATH

Path

SHORTCUT_FILEINST_ID

File, relation to TFilelnst

SHORTCUT_PRODUCT_ID

Product, relation to TProduct, TUserProduct

TProductinst

Current his tory information (1 = decrease , 2 = addition

Products obtained by comparison of the TFileDef
(TProduct) and TFilelnst tables

, 3

SHORTCUT_ADDITION =no Chaniei

PRODUCTINST_SCAN_ID

Scanning, relation to TScan

PRODUCTINST_COMPUTER
ID

Computer, relation to TComputer

PRODUCTINST_PRODUCT_
ID

Product, relation to TProduct, TUserProduct

PRODUCTINST_TYPE

Type (0 = Product, 1 = Package, 2 = Platform)

PRODUCTINST_FILEINST_|
D

File, relation to TFilelnst

Current his tory information (1 = decrease , 2 = addition

, 3

PRODUCTINST ADDITION = no change)
TUserRequest User requests
USERREQUEST DATE Date

USERREQUEST USER_ID

User, relation to TUser

USERREQUEST_COMPUTER
ID

Computer, relation to TComputer

USERREQUEST_TYPE

Type (HW, SW, other)

USERREQUEST_PRODUCT _
ID

Product, relation to TProduct, TUserProduct

USERREQUEST_DEVICETY
PE

HW type, relation to TDeviceType

USERREQUEST _TEXT

Text

USERREQUEST _STATUS

TDeviceHistory

Status (0 = pending, 1 = processed

Information about the history of entries in the
TDevice table

TFilelnstHistory

Information about the history of entries in the
TFilelnst table

TFilelnstOtherHistory

Information about the history of entries in the
TFilelnstOther table

TMsiHistory

Information about the history of entries in the TMsi
table

TProductinstHistory

Information about the history of entries in the
TProductlnst table

TRegSWFileHistory

Information about the history of entries in the
TRegSWFile table

Information about the history of entries in the

TShortcutHistory TShortcut table

Information about the history of entries in the
THotfixHistory THotfix table
...ID ID entity, relation to the table

...HISTORY_SCAN_ID

Scanning, relation to TScan

...HISTORY_COMPUTER_ID

Computer, relation to TComputer

...HISTORY_ADDITION

Definitions

Current history (1 = decrease, 2 = addition
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TAdUser Users of Active Directory
TAdComputer Computers of Active Directory
TDeviceType Hardware component types

DEVICETYPE_NAME

Name

DEVICETYPE_WMICLASS

WNMI class used to read attributes

DEVICETYPE_WMIPROPER
TY_MODEL

Attribute(s) separated with |

DEVICETYPE_WMIPROPER
TY_PARAMETERS

Attribute(s) separated with |

DEVICETYPE_WMIPROPER
TY_SERIALNUMBER

Attribute(s) separated with |

DEVICETYPE_DETECT

Detekoct (0 = No, >0 ... Yes, sort order)

DEVICETYPE_ICON_ID

Icon, relation to Tlcon

TSwProfile

Software profiles

SWPROFILE_NAME Name
SWPROFILE_NOTE Note

SWPROFILE_ITEM1 Iltem 1
SWPROFILE_ITEM 2 Item 2

Flags. (1 = Active, 2 = Software audit, 4 = Performance

monitoring module , 8 = allowed, 16 = disallowed ,32=
SWPROFILE_FLAGS basic, 64 = hidden )
TSwProfileContent Software profiles content
SWPROFILECONTENT_SWP
ROFILE_ID Profile, relation to TSwProfile
SWPROFILECONTENT_PRO
DUCT ID Product, relation to TProduct, TUserProduct
TSwProfileShare
SWPROFILESHARE_SWPRO
FILE ID Profile, relation to TSwProfile
SWPROFILESHARE_COMPU
TER_ID Computer, relation to TComputer
SWPROFILESHARE DATE Date assigned
TUserForm Definition of user form entries
USERFORM_FORMNAME Form name
USERFORM_ITEMNAME Item name
USERFORM_ITEMTYPE Value type (0 = text, 1 = enum)
USERFORM_FORCED User must enter the value(0 = No, 1 = Yes)
USERFORM_VALUES Enum values
USERFORM_DEFAULT Default value
Destination table (data are copied when processing user
USERFORM_TABLE form data)
USERFORM_TABLE_COLUM
N Destination column
USERFORM_ACTIVE Active (0 = No, 1 = Yes)
TCommand Additional commands
COMMAND_TABLE
COMMAND_LABEL Label
COMMAND_APPLICATION EXE application to run
COMMAND PARAMETERS Command line parameters
Tltem Additional  entries
ITEM TABLE Entity
ITEM_NUMBER Position (Item 1, Item 2)
ITEM LABEL Item label
AuditPro - System for Active License Management
Admini stratords Manual . Further information

at

ww



_/—_// 127

ITEM_PASSPORT_LABEL

ITEM_PASSPORT_VALUE

TAddressBook
TUserAddressBook

Address book of publishers and software
distributors

ADDRESSBOOK_ADDRESS
TYPE

Type (0 = Publisher, 1 = Supplier, 2 = Substitution, 3 =
Other organisation)

ADDRESSBOOK_ADDRESS
TYPE_ID

Entity ID, relation to TManufacturer, TUserManufacturer
etc.

ADDRESSBOOK NAME Name
ADDRESSBOOK ADDRESS | Address
ADDRESSBOOK STATE State
ADDRESSBOOK PERSON Person
ADDRESSBOOK PHONE Telephone
ADDRESSBOOK FAX Fax
ADDRESSBOOK EMAIL Email
ADDRESSBOOK WWW WWW
ADDRESSBOOK NOTE Note
TLanguage Languages
LANGUAGE NAME Name
LANGUAGE LANGID LanguagelD
LANGUAGE FLAGS Flags (1 - Active)
Tlcon Icons
ICON_NAME Name

ICON_NATIVEID

Internal number

TLocality

ICON_FILE Data iBLOBi

Locality hierarchy

LOCALITY_PARENT_ID

Parent locality, relation to TLocality

LOCALITY_NAME

Name

LOCALITY_DESCRIPTION

Description

TLocalityComputer

List of locality computers

L_COMPUTER_LOCALITYD
ATA_ID

Localitydata, relation to TLocalityData

L_COMPUTER_LOCALITY_|
D

Locality, relation to TLocality

L COMPUTER _NAME Name

L COMPUTER DOMAIN Domain

L COMPUTER_NUMBER Registration number
L COMPUTER_ITEM1 Item 1

L COMPUTER ITEM2 Item 2

L COMPUTER_STATUS Status

L COMPUTER_MODEL Model

L_COMPUTER_PRODUCTN
UMBER

Product number

L COMPUTER NOTE Note
L_ COMPUTER_PLATFORM _
GROUP Platform

TLocalityData

History of imports into localities

LOCALITYDATA_LOCALITY
ID

Locality, relation to TLocality

LOCALITYDATA DATE

Date

LOCALITYDATA COMPUTE

Computers count
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