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available at www.auditpro.bi z.  
 

There are no funkcional restrictions  
in the trial version.  

You can install it on your network and audit as many computers 

as you like. You can then experiment with the data evaluation 

for 5 PCs free of charge.  
 

To audit more than five PCs you need a  license key  
This ñunlocksò the program, giving you the ability to process 
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license key.  

 
 
 

Get your licence  

 
Become aware of the us es AuditPro has within your 

company. Our sales team at sales@auditpro.biz will 
be pleased to process your AuditPro license 

requirements.  
 

AuditPro Support  
If any confusion arises when AuditPro is being 

installed or used you can use the context Help (ñF1ò 
key). Answers to frequently asked questions can 

also be found in the Support Section at 
www.auditpro.biz.   

 

Thank you for choosing AuditPro.  
 

  
Table of contents  
  

1.  AUDITPRO SYSTEM OVER VIEW  .......................................................................................2 

2.  BASIC IN STALLATION  ....................................................................................................... 11 

3.  INSTALLING AND ADMIN ISTERING AUDITPRO ON  NETWORKS  ........................ 13 

4.  SCANNING COMPUTERS  ................................................................................................... 14 

5.  RESULTS  ................................................................................................................................ 24 

6.  PRODUCT LIBRARY  ............................................................................................................ 29 

7.  RECORDING LICENSES  ..................................................................................................... 33 

8.  REPORTING  .......................................................................................................................... 37 

9.  DETECTING AND RECORD ING HARDWARE  ................................................................ 41 

10.  SYSTEM SETTINGS AND MAINTENANCE  ..................................................................... 42 

11.  PERFORMANCE MONITORI NG MODULE  ....................................................................... 46 

12.  ASSET MANAGEMENT MOD ULE  ....................................................................................... 50 

13.  ORACLE MODULE ................................................................................................................. 57 

14.  BARCODES MODULE  ........................................................................................................... 60 

15.  POCKET PC SU PPORTED INVENTORY  ........................................................................... 64 

16.  SMS CONNECTOR MODULE  .............................................................................................. 71 

17.  HELPDESK MODULE ............................................................................................................ 73 

18  DEAL WITH AUDIT AND SAM  .......................................................................................... 91 

19  INFORMATION SOURCES,  CONTACTS  .......................................................................... 92 

20  APPENDICES  ........................................................................................................................ 94 
 

 

  

 

 
truconneXion, a.s., Boleslavsk§ 199, 293 06, Czech Republic, e-mail: info@auditpro.biz  

tel. +420 222 310 609, fax: +420 222 312 460 , www.auditpro.biz, www.txn.cz  



 2  

 
 

AuditPro -  System for Active License Management  

Administratorôs Manual.  Further information at www.auditpro.biz 

1.  AUDI TPRO SYSTEM OVERVIEW   

AuditPro is a system for software and license management .  
 
With AuditPro you can easily monitor and implement the requirements of your companyôs 
management, IT administrators, economists, and PC users to ensure that that all legal 
regulations, license requirements, and company guidelines are observed. AuditPro minimises 
the costs of acquisition and operation of IT resources. AuditPro also maximises the use of 
resources and enables effective planning and optimisation of funds.  
 
With A uditPro, active network management is a pleasure.  
 

AuditPro detects and registers software and hardware on individual computers.  
It does not matter whether 10 or 10,000 PCs are connected to the network. AuditPro is fully 
scalable and respects the special c haracteristics of both small and large companies with many 
interconnected localities.  
In the course of the audit no data files are copied from the computer hard drives, leaving 
sensitive data secure and avoiding any disruption to your usual security measu res.  
 
How does AuditPro work?  

 A small utility deployed on all computers obtains information from the program file header 
(product name, version, producer, and others) where software publishers have recorded it. The 
utility transfers this data to the Audi tPro server module with which the network administrator 
works, and where such data is compared with the software library. The result can represent a 
list of installed software and/or a list of installed hardware, and detailed information on users -  
it all depends on what information the auditor wants.  
 
An integral part of the AuditPro system is the inventory facility that provides the ability 
to record information from purchase documents for individual licenses as well as for other 
agreements. This enhances  ones ability to secure an accurate and well -organised central 
inventory.  
 
An AuditPro - assisted software audit may be repeated at any time. The system is able to 
compare data recorded from individual audits and inform the network administrator of any 

diffe rences, incorrect user behaviour, hardware equipment changes, etc.  
 
The enhancement module, óPerformance Monitorô, allows one to follow the use to which 
individual computers are put and to simplify the decision -making process with regards the 
timing of har dware and software upgrades or valid reasons for usersô requirements.  
 
The add -on module óAsset Managementô enhances the inventory capability of AuditPro by 
incorporating an easily and fully user -defined inventory for any category of asset (from 

buildings  to pencils). The hierarchy of asset arrangement as well as the ability to assign any 
asset to multiple users simultaneously are tempting ways to extend the use of the system.  
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1.1.  FEATURES OF AUDITPRO   

Full Coverage, Maximum Automation and Simplification  of Software Audit Processes:  
 
Â Small installation package (3 MB), demo installation within 15 minutes  

Â Microsoft technology (DCOM/WMI/ODBC/OLEDB/ASP/AD)  

Â 3- tier component architecture, scalability  

Â Intuitive standard user interface, multiple operations  

Â Produc ts library online updates  

Â Easy administration  

Â More ways to communicate with client (Logon script, DCOM, TCP/IP, SMTP/POP3)  

Â Two methods of detecting software (File Version information/CRC)  

Â Two methods of detecting hardware (WMI/WinAPI)  

Â Suitable for multi -platform networks  

Â Auditing data files (AVI, MP3, MPEG, JPEG, GIF, etc.)  

Â Audit helpers (Registry entries, MSI entries, Desktop shortcuts)  

Â Passports provided  

Â MS Network/IP discovery, imports from Active Directory  

Â Visualization  

Â Easy and clearly arranged records  of software, licenses, acquisition documents, and data 

about computers and users  

Â Audit history, files history, templates  

Â Web interface  

Â Hierarchical reports, central planning  

Â MS Office integration  

Â Backward compatibility (database data, client data)  

Â Customi zable, open system  

Â Maximum process automation  

Â Integrated ñAsset Managementò Module 

Â Integrated ñPerformance Monitoringò Module 

Â Integrated ñBarcodesò Module 

Â Integrated ñSMS Connectorò module 

 
Technology:  
From the beginning the use of standard methods, tools,  and technologies has been the primary 
philosophy of AuditPro. AuditPro provides reports and reliably operates in ways compatible with 
standard system services. If one service fails another can replace it.  
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1.2.  USER INTERFACE AND C ONTROL  

The administrative con sole (AUDITPRO.EXE) performs nearly all operations in AuditPro. Its user 
interface is similar to that of Windows Explorer. The main window contains a standard menu, 
toolbar, status bar, and multi -document graphic interface (MDI). The main menu for AuditPro  
administration is in the toolbar. Computers, Users, Records, and Products are arranged 
hierarchically in tree structures.  

Inserting, editing and deleting items (from the toolbar, from Menu/Edit, or directly by 

means of the INSERT, ENTER, and DELETE keys)  

Save/Print of the current window content (from the toolbar or Menu/File)  

Column sorting by string, numbers, and date (by clicking on headers)  

Quick moving and assigning items -  (Drag & Drop)  

Entry searching (from Menu/Edit/Search or directly by means of CT RL+F key combination)  

Window content refreshing (F5 key or from Menu/Edit/Reload)  

Expanding tree structures (* key or from Menu/Edit/Treeé) 
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1.3.  ARCHITECTURE  

AuditPro is designed on the principle of three -tier compon ent architecture:  
DATA  layer is formed with the database module Microsoft SQL Server 7.0/2000/2005 /2008  

or MSDE (Microsoft SQL Server Desktop Engine) 7.0/2000/2005 /2008 . 

APPLICATION  (business) layer is represented by the component file located on Audit 

Ser ver (AUDITSRV.EXE) and by the AuditPro Client (SCAN.EXE).  

GUI  layer is represented by the administrative console (AUDITPRO.EXE) providing the 

environment for system administration and the registration section.  
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1.4.  PROCESSES IN AUDITPR O 

Process  Description  

Audit  The number of audited computers up to a specified date  
Repeating software audit mechanism  

Scanning (Data 
collection)  

Scanning of individual computers  
Server/console communication  with clients (according to the selected type 
of data collection)  

Sof tware 
detection  

Import data from individual computers into the database,  
A database processing (computer data vs. library)  

Records  Current records of computers, users, licences, medias, documents  
Generation of specific lists, instructive protocols  
IT acce ssory records in the ĂAsset managementñ module 
Bar code entries in the ĂBarcodeñ module 

Monitoring  Continuous computer monitoring operation of the clientôs application in 
the ĂComputer Usage Monitorñ module 

System 
administration  

Addition/subtraction of c omputers/users  
Product library expansion  

System option selection  
Item adjustment according to requirements (indicators)  

Reporting  Creation of hierarchical reports for multiple audited items (Locations)  
Export of results to external files  
Generation of rep orts and final reports  
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1.5.  EXE MODULES AND THEI R FUNCTIONALITY  

Administrative Console  

The administrative console (AUDITPRO.EXE) maintains AuditPro. You can add items, show 
reports etc. It can be deployed on many computers (for administrators or operators).  
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Server Components  

AuditPro -Server (AUDITSRV.EXE) imports scanned data into a database where it is 
subsequently recognised. The AuditPro -Server operation can be continuous; AuditPro can then 
perform some automatic processes (detection of network computer s, etc. ).  

 
 

AuditPro Client  

A client utility deployed on computers to be scanned (SCAN.EXE). The utility's functions are:  
Scanning files on the hard drives and reading file headers (publisher, name, version, 

language, file name, size, path, and descriptio n)  

Reading registry entries and Windows Installer information  

Detecting operating systems (type, version, and service pack), logical drives (free space and 

serial numbers), and names of logged users and domains  

Detecting hardware (processorôs type and frequency, physical memory size, parameters of 

hard drives and graphic/sound/network adapters)  

Displaying user forms for users to see and complete  

 

 
 
 

1.6.  INDIVIDUAL ROLES  

When AuditPro is auditing, there are three process participants:  
MANAGER  -  Represents the c ompany as the legal entity in the audit process. He/she is usually 
the companyôs statutory representative. Reports (statistics and comparisons) will be of primary 
value for the manager.  
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ADMINISTRATOR  -  Audits software; administers the product library, grou ps of users and 
computers; system settings; acquisition document records. Automation and maximum 
simplification of work are the main benefits of AuditPro for administrators.  
USER  -  AuditPro is structured so that the user is minimally burdened by running ac tivities. 
During the course of the audit he/she can be asked to fill in additional information in electronic 
questionnaires (missing and/or unused software, other requests, telephone number, office 
number, etc. ).  

 

1.7.  TECHNOLOGY  

Database engine Microsoft SQL  server 7.0/2000/2005 /2008 , MSDE 7.0/2000/2005 /2008  or 

Oracle 8.1 and higher -  data storage  

DCOM1 -  an element of the three - tier architecture  

WMI 2 -  access to remote computers and obtaining of data about the system and hardware  

Active Directory -  importing  information about computers and users  

OleDB -  a new interface for access to databases providing extended functionality  

Standard User Interface (GUI 3) -  based on Windows Explorer, where basic elements 

(computers, users and software) are displayed in tree s tructures making them easily 

accessible.  

Integration with Microsoft Office applications -  export reports to the standard formats of MS 

Access (MDB) and MS Excel (XLS); generating documents with MS Word (RTF, DOC, and 

HTM)  

1.8.  VERSION  HISTORY AND COMPATIB ILITY  

Data structure  

AuditPro from version 2.3 up is fully compatible with the new versions. When installing new 
versions, smooth migration of the database to the newer version is possible.  

Client  

All data from the workstations (SCN files) are compatible from ve rsion 2.1 up, however it is 
recommended always to use the latest version and build of AuditPro.  

                                                
1
 DCOM - Distributed Component Object Model 

2
 WMI - Windows Management Instrumentation 

3
 GUI - Graphic User Interface 
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1.9.  SYSTEM REQUIREMENTS  

Hardware  Parameters  

Computer  IBM -PC type  

Processor  Pentium 200 MHz, Intel x86 compatible  

Operation Memory  256 MB RAM  

VGA  800 x 600 and h igher  

Hard Drive  200 MB of free hard disk space  

Software  Description  

Operating Systems  Microsoft Windows 98  
Microsoft Windows NT 4.0 SP6a  
Microsoft Windows 2000, XP, Server 2003 /2008 , Vista  

Database Systems  Microsoft SQL Server 7.0/2000/2005 /2008  
Micro soft SQL Server Desktop Engine 7.0/2000/2005 
(MSDE)  
Oracle 8.1 and higher, Oracle Express edition  

Others  Internet Explorer 5.0 and higher  
WMI Support (for Windows versions below Windows 2000)  
DCOM Support (for Windows 95 and 98)  

Recommended Configuration  of Servers Auditing More Than 100 PCs  

Pentium 300 MHz; 128 MB RAM; 500 MB of free hard drive space  

Microsoft Windows 2000 and higher  

MSDE 2000 and higher  

Recommended Configuration of Servers Auditing More Than 1000 PCs  

Pentium 2 GHz; 2 GB RAM; 10 GB of fr ee hard drive space  

Microsoft Windows 2000 Server and higher  

Microsoft SQL Server 2000 and higher  
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2.  BASIC INSTALLATION  

Insert the installation disk supplied into your CD -ROM drive and launch the installation file. The 
file will automatically direct you thr ough the required steps. If you have not installed the 
database support (SQL server or Oracle) you will be asked to install MSDE. AuditPro will then be 
installed. To view the context help during installation, press F1. The installation CD includes 
both the  Czech and English versions. Visit the home page at www.auditpro.biz for more 
information on new versions.  

2.1.  AUDITING LOCAL COMPU TER 

Click on the ñComputersò button in the toolbar.  

Find the icon representing your own computer (including its potential location in a domain; 

to open the domain tree, click on the ñ+ò mark next to the domain) in the open window. 

Installing the Client  

Click on the icon of your computer with the right mouse button and select ñInstall Scanò. 

Leave all default settings in the displayed dialog unchanged. Click ñOKò. 

Note: This is not a typical client installation; only the components of the scanning utility are 
copied and registered on the remote computer. This procedure allows the administrator to run 
this utility on the remote computer without necessarily installing a resident client on the userôs 
computer.  

Scanning Local Computer  

Click on the icon of your computer with the right mouse button and select ñStart Scanningò. 

The icon of your compute r will turn into a ñScanningò symbol, which means that data is 

being collected from the computer selected.  

As soon as the data is collected, the green arrow will turn into previous state.  

Data recognition  

Once scanning has finished the data files are autom atically imported into a database and 
subsequently recognised. The recognition process can be seen in the status bar or directly in 

the AuditPro Server.  

Results  

After recognition the results can be displayed by clicking the ñResultsò button and choosing the 
required results (Products, Suites, Computers, etc. ). Note: Data is recognised automatically 
when more data has been scanned. Recognition can be repeated at any time (Main Menu: 
ñTools/Recognise Scanned Dataò).  

HINT:   Multiple operations can be perform ed by selecting more items (computers, 
domains, etc.) and performing operations (for example by clicking on them with the 
right mouse button).  

Note:  If you want to import computer names that are not part of the MS Windows 
network, click in the ñComputersò window with the right mouse button and select 
ñAddò. Then select the ñIP Discoverò tab and click ñDiscoverò. In the window, all 
computers found will be displayed automatically. You can add them to the 

ñComputersò window audited by clicking on ñOKò. 

http://www.auditpro.cz/


 12  

 
 

AuditPro -  System for Active License Management  

Administratorôs Manual.  Further information at www.auditpro.biz 

2.2.  AUDIT ING REMOTE COMPUTERS  

Press the INSERT button in the ñComputersò window. 
If you are in a network of Microsoft Windows computers, go to the ñImport MS Networkò 

tab; otherwise go to the ñIP Discoverò tab. Press the ñImportò button. 

 Choose the remote computer  (or the group of computers) you want to audit and select 

ñInstall Scanò with the right mouse button. 

Leave all default settings in the displayed dialog unchanged. Click the ñOKò button. 

ATTENTION! To use this method to install the client on remote compute rs you need domain 
administrator rights. If this cannot be guaranteed, it will be necessary to use a different method 

to install the client (for example, from the computer logon script).  

HINT:   To check the audit process in your network, open the ñEventsò window where the 
results of all the AuditPro operations are displayed.  
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3.  INSTALLING AND ADMIN ISTERING AUDITPRO ON  NETWORKS  

Due to the performance scalability and higher security, individual AuditPro modules can be 
allocated to additional computers.  

Computer A AuditPro -Console (Administrative Console)  GUI Layer  

Computer B  Database Engine (MSDE/SQL)  Data Layer  

Computer C  AuditPro -Server  Application Layer  

AuditPro - Server and Data Structure  

Begin with Computer C and launch the basic installation of AuditPro. I f users never log on to 
this computer (Computer C), install AuditPro -Server as the NT service (see the Installer). Note: 
As soon as it is installed as an NT service, the server can be operated only as an NT service. To 

return to normal operation, you must unregister it and register again (AUDITSRV.EXE 
/Unregserver, AUDITSRV.EXE /Regserver).  
When launching AuditPro for the first time after installation input the name of Computer B in 
the ñData Structure Locationò field in the ñModule Allocationò window (the preconditions are: the 
SQL/MSDE is present on the computer, and Computer B is visible on Computer C).  

Administrative Console  

In Computer Bôs settings of the SQL server, add user and access rights to the AuditPro data 

structure (we recommend using integrate d logins).  

Launch the basic installation of AuditPro on Computer A.  

Input the name of Computer B in the ñData Structure Locationò window. 

Input the name of Computer C in the ñAuditPro Server Locationò window. 

The next window will warn you that the AuditPro  database already exists. Click NO.  

It is necessary to configure access rights to:  
The components (DCOM) of AuditPro -Server (the DCOMCNFG.EXE configuration); and  

The database (on the SQL server, we recommend creating a user connected with the NT 

login and using integrated logins).  

Server Configuration  

Create share \ \ PC_SERVER\ AuditPro \ SCN\  to the \ Program Files \ AuditPro \ SCN\  folder on 

Computer C and enter this path into Options/Modules/SCN Files Folder. Configure full 

access.  

If necessary configure DCOM for  AuditPro Server components.  

Running AuditServer as NT service  

If AuditServer is configured to run as NT Service, we recommend change ñLog Onò to specific 

user (instead of default SYSTEM account).  
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4.  SCANNING COMPUTERS  

Computers are scanned with a client util ity (SCAN.EXE). When this utility is launched the hard 
drive, registry entries, hardware, and other system services will be scanned and information will 
be recorded in a temporary file (in the TEMP folder). After that the file will be packed, 
encrypted, an d stored under the name of COMPUTER_NAME.SCN in the same folder where 
SCAN.EXE is located. Scanning takes average 3 -15 minutes depending on the number of files 
scanned and scanning priority. SCN file size is from 30 KB to 1 MB, average 100 KB (Windows 
XP +  Office). Processor utilization is approx. 40 % on Pentium 100 and 5% on Pentium 500 
MHz. Scan.exe allocates approx. 5 MB of RAM memory.  
After the data is added it is necessary to place the file in the Program Files \ AuditPro \ SCN folder 
(when data is collec ted by DCOM, files are moved by the persistence mechanism; when data is 

collected by logon script, it is necessary to share SCN folder with the other computers; when 
data is collected from computers that are not connected to network, it is necessary to cop y all 
the SCN files to the \ SCN\  folder manually). All SCN files located in the folder are imported 
automatically into the AuditPro database.  
Before scanning is started we recommend changing the scanning settings according to current 
needs (see Options/Sca nning and Definitions/User Forms).  

4.1.  SCANNING TYPES  

Type  Principle  Installed 
locally  

Type of 
communication  

File 
transfer  

Sending 
files (SMTP, 
FTP)  

Diskette  Manual launch  No -  Diskette  Possible  

Logon -
script  

Launch through BAT 
during user login  

Possible  Client -> Server  Shared folder  Possible  

Registry 
(Run 
section)  

Recorded in the 
registry -  Autorun  

Possible  Client -> Server  Shared folder  Possible  

DCOM  Remote control, 
commands through 
DCOM 

YES Server -> Client  DCOM 
protocol  

Possible  

TCP/IP  Remote control,  
commands using 
port  

Possible  Server -> Client  TCP/IP port  Possible  

Type  Advantages  Disadvantages  Online 
scheduler  

Offline 
scheduler  

NT 
service  

Diskette  For offline computers  Phys. presence  NO Possible  NO 

Logon -
script  

Minimum amount of 
administration re quired  

Domain 
membership  

NO Possible  NO  

Registry 
(Run 
section)  

Minimum amount of 
administration required, 
logon -script not 

necessary  

Manual installation  NO Possible  NO 

DCOM  Remote launch, without 
resident client,  
Interactive/Launching,  
Several (IPX..) p rotocols  

Limited to NT+,  
DComcnfg, 
administrator auth. 
necessary,  
Locally installed  

Possible  Possible  Possible  
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AuditPro offers several method of configuring client suitable for various platforms and networks. 

Each method executes scanning differently and communicates with console/server using specific 
technology. All methods can be combined across computer network (e. g. we  recommend for 
Windows 9x TCP/IP remote control. Fro Windows NT and higher is suitable to use DCOM remote  

4.2.  INSTALLING THE CLIEN T 

In order to audit computers, it is necessary to load SCAN.EXE into memory and run scanning. 

Local installation of the client is  not necessary because scan.exe can be launched by i.e. login -
script from network folder. However, when using client remote control, local installation is 
necessary.  
For installation process we recommend to use AuditPro console:  

 

TCP/IP  Option of using 2 port 
(for Firewalls)  
Administrator rights not 
necessary  control).  

Resident client  Possible  Possible  Possible  
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In principle, installati on using the console is as follows:  
For remote installation it is necessary to have access rights to the remote computer 

(Domain Admin).  

1. During installation, commands are executed using PSEXEC:  

"C: \ Program Files \ AuditPro \ FILES\ PSEXEC.EXE" \ \ COMPUTERNAME -c - f "C: \ Program 

Files \ AuditPro \ SCN\ SCAN.EXE" /R  

This installation does not require direct access to the files of the remote computer 

( \ \ COMPUTERNAME\ C$)  

2. Installation using WMI is as follows:  
The SCAN.EXE and SCAN.INI files will be copied using path 

\ \ COMPUTERNAME\ C$\ AUDITPRO 

Then, using WMI technology SCAN.EXE /R or SCAN.EXE /TCP:777 will be launched remotely 

(according to the type of remote control selected)  

3. Installation using Scheduled Tasks is as follows:  
The SCAN.EXE and SCAN.INI files will be  copied using path 

\ \ COMPUTERNAME\ C$\ AUDITPRO 

Then, using ñScheduled Tasksò service the launch of SCAN.EXE /R or SCAN.EXE /TCP:777 

will be scheduled on the remote computer (according to the type of remote control 

selected)  

4. Installation using Logon scrip t occurs when user logs on to domain, see below.  

Alternative client installation or scanning  

Alternatively, manual installation or the entire process of data collection can be completed 

using commands in  example script file: Program Files \ AuditPro \ SCN\ Scan_ReadMe.txt  
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4.3.  CONFIGURING THE CLIE NT  

The scanning settings are read from the SCAN.INI file that is placed in the same folder as 
SCAN.EXE. Its default values are:  
This file is general (equivalent to ĂOptions/Scanningñ). It also functions as a unified setting 
during data collection using logon -script. When using remote control, independent, local INI 
files are created (equivalent to ĂComputer Properties/Scanningñ) for individual computers. Each 
time data collection is initiated the INI file from the AUDITPRO \ INI \ computername.INI is loaded 
(if it does not exist, then the general SCAN.INI is loaded) and is sent to the clientôs application, 
where it is saved to the local hard disk as SCAN.INI and will use this setting for data collection. 
INI files on individual  computers can also be updated on demand (in the context menu in the 

ĂComputerò window. 
The SCAN.EXE application always loads the SCAN.INI file during launch and is located in the 
same file (with the exception of launch using the /INI: parameter linking to  the file path 
AUDITPRO \ INI with individual INI files labelled according to the names of the computers).  

  
 
The list of Scan.exe command line parameters and the description of the scan.ini file is in the 
appendices.  



 18  

 
 

AuditPro -  System for Active License Management  

Administratorôs Manual.  Further information at www.auditpro.biz 

4.4.  MANUAL SCANNING  

Computers that are not connected to a network can be audited by launching the scanning utility 
from a diskette and pressing the ñStartò button. It is then necessary to import the data file 
(SCN) into the database (for example, from the AuditPro Server menu or simply by copyi ng the 
file into the \ SCN\  folder).  

4.5.  SCANNING WITH LOGON SCRIPT  

A Logon script is a BATch -file, which is stored (usually) on the domain server and which is 
executed when user is logging on to the domain.  

This method of scanning is suitable for the followin g situations:  
Data is collected on Windows 95/98 platforms where DCOM is not recommended.  

It is not certain whether computers are turned on at a specific time, (logon script is the 

most convenient method when waiting for computers to be switched on).  

Proce dure:  
Create file named NETLOGON.BAT e.g. client installation or scanning (see. examples below) 

and copy it into the \ \ server \ netlogon  folder.  

Logon script example for scanning:  
 
\ \ server \ scn \ scan.exe /V /S /DO /B  

Logo n script example for installing resident client (suitable for Windows 9x with 

TCP/IP remote control):  

if exist C: \ AuditPro \ Scan.exe goto EXIT  

MD C: \ AuditPro  

COPY \ \ SERVERNAME\ SCN\ Scan.exe C: \ AuditPro  

COPY \ \ SERVERNAME\ SCN\ Scan.ini C: \ AuditPro  

C: \ AuditPro \ SCAN.EXE /TCP:777 /H /A  

:EXIT  

 
Ensure that all users have read access to this file  

Create share to Program Files \ AuditPro \ SCN\  folder (containing AuditPro Client (SCAN.EXE) 

and the SCAN.INI file additional settings) to be shared with all the computers from which 

you want to collect data. Set permissions to READ and WRITE.  

Now, when the user first logs into the network (only the first login -  see the /DO 

parameter), data will be collected from his/her computer, and the final file, named 

computer_name.scn, wil l be saved in the \ SCN\  folder. The file will subsequently be 

added to a database and recognised depending on the scheduler settings.  

For Windows 9x we recommend change scanning settings ñWait for startò to 120 (SCAN.INI 

file item WaitForStart=120)  

file:\\server\netlogon
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4.6.  CLIENT  REMOTE CONTROL USING  DCOM  

This is probably the most efficient method to collect data because no resident client is 
necessary and the communication provides DCOM protocol. This method works only on 
Windows NT and higher and you need domain administrator ri ghts or DCOM configured 
additionally. It is also necessary to install the utility on every computer. This ñinstallationò 
involves copying the SCAN.EXE file onto the remote computer and registering the fileôs 
components (SCAN.EXE /R). The entire process is automatic (visiting remote computers 
personally is not necessary) being controlled through the administrative console (the 
ñComputers/Context Menu/Install Scanò window). 
Network Type and DCOM configuration  

Domain based networks (This is the most frequent case) enables domain administrators to use 
DCOM without additional configuring (Except Windows XP SP2, see appendix).  
Workgroup (peer to peer) networks also enable DCOM. It is necessary to share one local 
administrator ôs password across all computers. 

4.7.  CLIE NT REMOTE CONTROL US ING TCP/IP  

When it is not possible to use DCOM for client control (i.e. Windows 9x or due to security 
reasons), it is possible to use TCP/IP. Computers are accessed through IP address and specified 
port.  
How to install on Windows NT/200 0/XP:  
Select the computers, which will be controlled using TCP/IP.  
Select ĂInstall Scanñ and mark TCP/IP in the open window 
Press ĂOKñ 
How to install on Windows 9x:  
Copy SCAN.EXE to the hard disk of the computers, which will be controlled using TCP/IP and 
launch SCAN.EXE /H /TCP:777 /A on each computer  
Select these computers in the AuditPro program and in the context menu change: 
ñProperties.../Scanning Type/TCP/IPò 
Note.: older Windows 95 require the installation of support for Winsock 2. See:  
http://www.microsoft.com/windows95/downloads/contents/wuadmintools/s_wunetworkingtools
/w95sockets2/default.asp  

 

1 - port TCP/IP communication  

Default TCP/IP communication is implemented to send messages to client on the 777 (default) 
port. The replies come back on random port (from 1000 -4000). For more information see 
Windows TCP/IP implementation guide.  

2 - port TCP/IP communication  

On networks p rotected by firewalls, AuditPro allows for TCP/IP communication using 2 dedicated 
ports (Options/Scanning/Port 2). By selecting this option communication to the client uses port 
777 (default) and communication from the client uses port 778 (default 777 + 1 ).  

http://www.microsoft.com/windows95/downloads/contents/wuadmintools/s_wunetworkingtools/w95sockets2/default.asp
http://www.microsoft.com/windows95/downloads/contents/wuadmintools/s_wunetworkingtools/w95sockets2/default.asp
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4.8.  SCANNING ON DOS/WIND OWS 3.X AND UNIX/LIN UX PLATFORMS  

DOS/Windows 3.x -  launch AuditPro \ SCN\ SCAN16.EXE.  

UNIX/LINUX -  launch SCAN (with the parameter of the audited folder; default root) located 

in the AuditPro \ FILES\ Scan.gz archive.  

Note:  In both cases , information from file headers is missing. Decisive files can be 
created according to names, sizes, and paths to files.  

4.9.  SCHEDULER FOR SCANNI NG 

AuditPro implements 3 types of schedulers facilitate and automate the process of scanning.  

Online scheduler  

It i s possible to schedule sequence of actions (Wake -On-LAN, Install, Scanning, Import, 
Uninstall, Shutdown) which will be performed at specified date or time or periodically. The 
direction of communication is AuditServer -> Client and the type of scanning can  be combined 
(DCOM or TCP/IP).  
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Offline scheduler  

It is possible to configure stand alone client which performs scanning on offline computers 
depending on settings (suitable for notebooks or for firewall protected computers). The direction 
of communicati on is Client -> AuditServer . The configuration of the offline scheduler is stored 

into SCAN.INI file, section [Scheduler]. After scanning the SCN file is stored into shared folder 
(client waits for online status) or sending email message using SMTP protoco l. For offline 
scheduler resident client is necessary.  
Install procedure:  

Set interval and other parameters -  ñOptions/Scheduler/Offline schedulerò or SCAN.INI: 

[Scheduler]  

Install resident client on remote computers  

o Resident Run (Registry) : SCAN.EXE /A o r from AuditPro Console ĂInstall Scanñ 

o as NT service: SCAN.EXE /SERVICE or from AuditPro Console ĂInstall Scanñ 

Choose the type of communication  

o Shared folder -  SCN and MON files will be stored into output folder 

ñOptions/Scanning/Outputò or SCAN.INI: Output=  

o Email -  SCN and MON files will be sent by email using SMTP protocol -  

ñOptions/Scheduler/SMTPò or SCAN.INI: [SMTP] 

Logon Script Scheduler  

It is possible to define in advance when scanned data (.SCN files in the AuditPro \ SCN\  folder) 
will be saved to th e database and recognized. Setting such a schedule is useful for data scans 
by Logon script, when the amount of data grows in the AuditPro \ SCN\  folder.  
When the user logs in to the network, the scan utility (SCAN.EXE /B /DO /V) is started by the 

logon scr ipt. If a data scan was performed at the last login, there are already data in the 
AuditPro \ SCN\  folder (name_computer.SCN) and a new data scan will not be performed until 
the file is saved to the database (=scanned data import).  

4.10.  DATA COLLECTION ON P OCKET PC PLATFORMS   

The Program Files \ AuditPro \ FILES\  folder contains an application for scanning of Pocket PC 

(PDA) platforms for Windows CE, Windows Mobile (the PScan_ARM.exe and PScan_x86.exe 
files). The applications can be used in a manner similar to Window s. The data scanned contains, 
among other things, file headers.  
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4.11.  IDENTIFYING COMPUTER S 

Every computer network represents a dynamic system. Since computer names are constantly 
modified, hardware components changed, and operating systems reinstalled, it is d ifficult to 
identify each computer reliably and uniformly. In AuditPro computers (like all other entities) are 
added to the TComputer table with the primary key COMPUTER_ID that is referred to when 
operations are performed in AuditPro ( i.e.  when users and/ or licenses are assigned to 
computers). It is absolutely necessary to keep links between COMPUTER_ID (thus, between all 
related data) and the particular computer when the computer name has been modified, 
hardware changed, the system reinstalled, etc . 
Audit Pro provides four options for identifying computers:  

1.  Computer Name  -  the computer name is an identical (and invariable) value  

2.  Unique Number  -  at the time of installation, a unique number will be generated and 

added to the registry. Whenever data is collect ed, this number will serve as an 

unambiguous identification of the specific computer (see the parameter /I of SCAN.EXE)  

3.  MAC address -  the number of the network adapter; and  

4.  IDE hard driveôs serial number -  the hard driveôs number is an identical (and 

invar iable) value.  

If an identifier different from the computer name (Identifiers 2, 3, or 4) has been set and has 
not been detected when the data was collected ( i.e.  the MAC address or IDE hard driveôs serial 
number has not been detected, or the unique identif ier has not been generated in the course of 
installation), the computer name will be used as the identifier value until the identifier is 
detected.  
Procedure for Changing the Identifier Type  

Options/Computers/Change Type - you will be asked whether the new  setting should be used 
on all computers. If so, appropriate values will be searched in collected data and will be 
recorded in place of the former data.  
Procedure for Changing the Identifier Value (i.e. changing network adapters/hard 
drives)  
Example: Subs titution of a network adapter (with a new one or switching adapters between two 
computers).  

If the network adapters of two computers have been switched, it is necessary to change 

both identifier values  (in the Computer Properties window).  

If the network a dapter has been replaced with a new one input the new adapterôs MAC 

address in the ñComputer/Identifier/Valueò field.  
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4.12.  ADDING USERS  

Click on the ñUsersò button on the toolbar. 
Press the INSERT key or the menu ñInsertò command. The ñGroupò and ñUserò tabs serve to 
add individual entries manually; however, we recommend using the automatic search for users 
clicking on the following tabs:  

Import from NT Accounts.  This applies to a network with a Windows NT 4.0 server. Enter 

the name of the NT server where user  accounts are located in the ñComputerò field. After 

the ñImportò button is pressed, the names will be imported and can be added 

subsequently to groups.  

Import from Active Directory.  This applies to a network with a Windows 2000 server. 

Enter the path to t he Active Directory container that contains the user objects (for 

example, LDAP://CN=Users,DC=TXN) in the ñActive Directory Domainò field, or browse 

using ñéò.  

After pressing the ñImportò button, information about the accounts will be imported. 

If the user  entries (first name, surname, and email) are not imported correctly, it will be 

necessary to change the definitions according to current Active Directory Schema (the 

ñDefinitionsò window - AD User Definition).  

4.13.  USER FORMS  

Forms can be used to ask users for  additional information concerning computer audits when 
data is being collected. Forms and their entries can be defined in the Definitions/User Forms 

window. These definitions are stored in the configuration file SCAN.INI. Data collected from user 
forms ca n be edited and/or deleted in the Results/User Forms window.  
If user data is distinguished by a mutual relation, ( i.e.  a computer has been assigned to a user 
or a hardware component is a part of a specific computer) you can record such relations in 
AuditPr o. In ñMenu/Tools/Process Form Dataò, AuditPro automatically enables you to:  

Assign computers to users (if the content of one entry is stored in the TComputer table and 

the content of another entry is stored in the TUser table); and  

Assign hardware compon ents to computers (if the content of one entry is stored in the 

TComputer table and the content of another entry is stored in the TDevice table).  
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5.  RESULTS  

5.1.  TYPES OF RESULTS  

Results can be classified using following criteria:  
By collected data type (files,  registry entries, Windows Installer entries, detected hardware, 

OS information, recognised software, user forms data etc.)  

By audit date (history)  

By subject (Summary/individual)  

5.2.  TYPES OF VIEWS  

AuditPro Console contains over 50 predefined result sets. It provides comfortable views with 
subsequent user interface (detail views, drag & drop, saving, printing, find support ) .  
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The Query wizard enables advanced queries, the Filter enables better orientation.  

 
Direct SQL queries can be executed from Query Wi ndow:  
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AuditPro automates Microsoft Word for generating document and Microsoft Excel (2000 or 
higher) for generating charts.  
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5.3.  WEB USER INTERFACE  

Web reports are an additional part of AuditPro:  

 
With the web interface, you can enable all Intranet users  to:  

View passports. Every user browsing http://iisserver/passport.asp  will get the list of 

his/her passports. He/she can also view their details and sign them.  

Provide user requests (needs for software, hardwar e, etc.). Every user browsing 

http://iisserver/request.asp  will get the list of his/her requests and their current status. 

He/she can also input new requests.  

View reports (Summaries of products, hardware, and computers).  

Note: User authentication is based on how they log into the domain.  

Configuring web interface  

On Computer C , copy all *.ASP files and the AUDITPRO.CSS file into the IIS folder 
(Inetpub \ wwwroot \). In the properties of all ASP files, enable ñScri pt source access ò (in the 

ñProperties/Fileò window) and disable ñAnonymous access ò (the ñProperties/File 
Security/Anonymous access and authentication controlò setting). Leave all other default 
settings unchanged (only ñIntegrated Windows authentication ò is ticked off, or ñWindows 
NT challenge/response ò is ticked off in IIS 4.0). 

Also, in the ASP files, adjust the following line according to real values: 
connection.open=òProvider=sqloledb;server=PC1;uid=sa;pwd=;database=auditpro;ò 
Note: On the  SQL server it is necessary to enable Security/Authentication: SQL Server and 

Windows.  

 

http://iisserver/passport.asp
http://iisserver/request.asp
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5.4.  TRACKING HISTORY  

AuditPro automatically traces history of each computer within individual audits. History 
information contains files on the harddisk, detected hardware and additional information 
(Registry, Windows Installer, Shortcuts). At the first audit the whole data is stored into 

database. Every next  audit AuditPro traces only differences. Additions are inserted into 
database, decreases are marked as not present.  
History informat ion can be reported from ñResults/Historyò or in detailed (by Computer) 
reports.  
You can trace the history on the following three levels:  
History of summary Results (window: Results/é) - The history is displayed by individual 

audits.  

History of individual Results (window: Results/Computer) -  The history is displayed by 

individual scanned data.  

History of locations (window: Locations) -  The history is displayed by individual locationsó 

imports.  
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6.  PRODUCT LIBRARY  

When data from individual computers is being rec ognised, data about program files found will 
be added to the list of standard software included in the ñProduct Libraryò. This library is the 
real core of AuditPro. It contains data about publishers of software and their products (all 
available versions an d their languages). The process of recognising is to compare 
collected file information with the product library definitions.  
Each library entry for a product represents several basic files necessary for the use of the 
software. Every new product version i s recorded individually (this applies only to issued 
versions, not to individual built - in programs).  

6.1.  LIBRARY CONTENTS  

The supplied (original) product library contains several thousand standard records of software 
producers, individual software products in cluding versions, the type of licensing (commercial 
software, freeware, shareware, etc.). Additionally, the know -how by which the software is 
detected is attached to each product record. These are definition files (red), by which installed 
software is dete cted and recognised files (green), which are secondary EXE files and DLL 
libraries that are components of the software and are used for filtering and optimisation in the 

AuditPro program.  

 
Left sub -window -  tree structure of producers, products  

Right uppe r sub -window -  list of definition  files  

Right lower sub -window - list of known  files  

6.2.  SOFTWARE DETECTION  

AuditPro primarily detects software by identifying the presence of defining 
(definition) files on the hard disk.  Information on the defining files can b e of two types.  

According to the file version information included by the producer in most EXE files.  

According to CRC as a mathematically calculated identifier ascertaining the contents of a 

file.  

When necessary, it is possible to add additional defining  files and combine them with the 
specifications:  
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Logical OR -  software is detected when any of the files in the library are present on the hard 

disk  

Logical AND -  software is detected when all the files (within a group) are present on the 

hard disk. It is possible to create additional groups of files specifying AND.  

Definition file identification according to 
version information:  

 

Advantages:  

Includes all builds (4.0 and higher) 

usingñ*ñ asterisk 

Simple administration  

Fewer number of entries in the databas e 

Definition file identification according to 
CRC: 
 

 
Advantages:  

Precise identification of individual files  

When viewing the address structure of evaluated computers, two types of files are defined:  
Definition  (red) -  identification of an installed produ ct is based on this file (evaluation 

process)  

Known  (green) -  this type of file is found in the list of known files  

Unknown (black) -  this type of file was not found in the product library during the evaluation 

and may contain unrecognised installations  

 

6.3.  SOFTWARE SUITES DETE CTION  

Software suite is specific because they are composed of several individual products 
(components). The licence for the suite applies to any of the individual components installed. 


